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Abstract

Computer-Using Agents (CUA) enable users to automate increasingly complex tasks through interaction with graphical
interfaces such as web browsers. However, many such tasks require access to personal data, which raises concerns
around control, interoperability, and trust. We propose Computer-Using Personal Agents (CUPA): agents that extend
CUAs by leveraging a structured, user-controlled Personal Knowledge Graph (PKG). The PKG serves as an external,
semantic repository of the user’s private data, enabling CUPAs to reason over, personalise, and automate tasks while
respecting access policies and evolving user preferences. PKGs support interoperability with external data sources and
other agents, facilitate policy-aware data exchange, and allow for richer, privacy-preserving automation. CUPAs not only
provide users with greater control over their data, but also open new opportunities for collaborative, agent-mediated task
coordination across users.

Introduction between (generative) Al and personal data, in a legislative
context”, and in specific domains that deal with sensitive
personal data, such as medicine (2), finance (3).

At the same time, enabling CUAs to access personal
data offers significant user benefits: context-aware form
filling, personalised task automation, integration of private
and public data, and even negotiation between CUAs
to support collaborative decision-making across users.
Yet these capabilities require more than raw generative
power, they demand structured and semantically enriched
representations of personal data. This is precisely where
knowledge graphs come into play, offering a formal and
interoperable structure that supports inference, linking, and
policy-based access to information.

Advances in Generative Al, and particularly Large Language
Models (LLMs), have led to the recent release of various
Computer-Using Agents (CUAs) that automatically operate
a user’s computer on their behalf. These agents use
multimodal capabilities to interact with graphical interfaces
via simulated mouse and keyboard inputs. Prominent
commercial examples of CUAs include OpenAl’s Operator,
Google’s Jarvis, and new functionalities in Anthropic’s
Claude. These emerging applications have the potential to
automate repetitive or tedious tasks that users solve via the
browser, and thus to increase the productivity of Web users.
Potential use cases for CUAs involve personal and often
sensitive data, such as credit card details for purchases,
passport numbers for flight booking, addresses for deliveries,
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Figure 1. Computer-Using Personal Agent

To this end, we introduce Computer-Using Personal
Agents (CUPAs): a next generation of agents that extend
CUAs (in Figure 1) by granting them controlled access to
a structured repository of personal information, instantiated
as a Personal Knowledge Graph (PKG). The PKG encodes a
user’s private data in a machine-readable, semantically rich
graph structure, enabling knowledge-driven reasoning and
task execution. It provides a foundation for context-aware
decision-making, fine-grained access control, and integration
with external knowledge graphs, allowing CUPAs to
personalise services while respecting user-defined policies.
Unlike ad-hoc storage in browsers for autofill, PKGs can be
incrementally updated, queried, and constrained by policies
that evolve with the user’s preferences and level of trust (4).

Looking further forward, one can then imagine a scenario
where CUPAs interact with websites and services via the
underlying Web APIs instead of through a vision model.
Such a translation could address one of the key limitations
of OpenAlI’s Operator, for example, of struggling to interact
with more complex interfaces via its vision model (5).

As a further evolution of this vision, we then consider
that CUPAs can also communicate and negotiate amongst
themselves using shared or aligned ontologies, leveraging
interconnected knowledge graphs to coordinate with other
CUPAs and external services. This opens up new possibilities
for multi-agent systems operating on behalf of users in
collaborative or negotiated tasks, thus echoing the original
uses-cases and vision presented for the Semantic Web (6).

In this manuscript, we provide a roadmap towards
realising this vision of CUPAs, discussing what is technically
feasible today, what remains to be developed, and which
core challenges must be addressed via further research and
development.

User Scenarios

In order to better motivate the need for CUPASs from a user’s
perspective, we present two scenarios.

Planning a Dinner Date

Sam is still at work but is expecting Jane over for dinner
at 8 pm, and is thinking about preparing Thai food. Sam is
pre-diabetic, while Jane has a shellfish allergy. Sam requests
that his CUPA generate some suggestions of Thai recipes
for the occasion. Consulting Sam’s schedule, the CUPA
recommends to filter out recipes requiring more than an
hour to prepare based on when he finishes work and his
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commute time. Sam agrees, and the CUPA starts to retrieve
and present shellfish-free recipes of Thai food that are quick
to prepare. Upon consulting external sources of nutritional
information and recipes on the Web, the CUPA flags some
recipes as being above the postprandial glucose threshold
recommended by Sam’s doctor (<180 mg/dL), or as having
high glycaemic indices (>70).

Sam asks his CUPA to find out which recipe Jane might
like. As Sam and Jane are friends, Sam’s CUPA can interact
with Jane’s CUPA towards finding a recipe agreeable to both.
Sam’s CUPA asks him if he would be comfortable sharing his
allergy and pre-diabetic diagnosis with Jane in order to better
negotiate recipes; Sam is okay with sharing the allergy, but
not that he is pre-diabetic. Sam’s CUPA interacts with Jane’s
CUPA to exchange preferences. Jane’s CUPA suggests to
avoid some recipes that include coriander (listed in some
recipes as cilantro), which Jane dislikes. Sam’s agent flags
ingredients with high glycaemic indices (without sharing this
information with Jane’s CUPA) and uses external food and
recipe knowledge graphs (e.g., the FoodKG (7)) to suggest
alternative ingredients. Of the remaining options, Sam’s
agent suggests a tofu green curry recipe that catches Sam’s
eye. Since the recipe is flagged for having a moderately
high glycaemic index (78), the agent asks Sam if he wishes
to replace jasmine rice with cauliflower rice as a healthier
option. Sam refuses as it is a special occasion.

Sam requests his CUPA to order the ingredients from a
local supermarket. Since green bell peppers are out of stock,
the CUPA suggests to replace them with yellow bell peppers.
Sam agrees, and the CUPA prepares the order for delivery
to Sam’s home address, soliciting Sam’s confirmation. Later
that night, Sam and Jane enjoy their dinner of Thai green
curry. After Jane leaves, Sam suffers some slight heartburn.
He requests his CUPA to order antacids and additionally
registers the fact that something in this green curry dish may
cause Sam heartburn for future reference.

In this scenario, the CUPA acts as a personal assistant,
automating tasks that save the users’ time, and can ultimately
achieve a better end-result for the users (a better choice
of recipe to prepare). A key part of this scenario is the
interaction between Sam and Jane’s CUPAs in order to come
to a decision with mutual benefit. However, this scenario
raises a number of challenges:

* How can the CUPA collect and leverage personal data
(working habits, allergies, medical context, etc.) in
such a manner that Sam maintains control of how
such data are used while still leveraging such data to
automate such tasks for Sam?

* How can the CUPAs of Sam and Jane negotiate to
achieve an end-result of mutual benefit that does not
overstep the individual users’ requirements regarding
privacy?

* How do we evaluate the above in terms of benefit to
the user(s)?

Personalisation in a Lifelong Learning Coach

Melissa is a student of the OnlineNow University, and is
interested in tools that support her goal of part-time lifelong
learning. The OnlineNow University offers online courses,
and their learning assistant provides guidance to students
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regarding the educational materials they publish. Melissa
invokes the help of her CUPA, which plays the role of
a personal lifelong learning coach that leverages available
material and learning assistants to support her learning.

Figure 2 shows a specific episode in Melissa’s learning
where her CUPA supports her as follows:

1. Melissa is studying the OnlineNow University’s
microcredential (BZVMS802).

2. Melissa’s current study goals — to revise for the course
exam — are represented within her PKG that her
Lifelong Learning Coach has access to.

3. Melissa has ADHD and her strategies for dealing with
this are also stored within her PKG.

4. Her Lifelong Learning Coach noticed that it is sunny.

5. There is a quiet park nearby where Melissa lives (her
address is represented in her PKG).

6. The Lifelong Learning Coach creates a podcast from
the sections required for the microcredential exam.

7. The Coach recommends that Melissa goes for a walk
in the sunshine to listen to the material rather than sit
inside and read it.

8. The OnlineNow Learning Assistant also supports
other learners who will have their own Lifelong
Learning Coaches.

9. Melissa’s Lifelong Learning Coach also connects to
a Learning Assistant from the Boutique University to
support her studies there.

In this scenario, the CUPA plays the role of a lifelong
learning coach for students who may have missed out
on post-16 education. The ability to leverage private and
sensitive data to provide personalised learning will enhance
not only the overall learning experience but also the life
opportunities for many learners. However, this scenario
raises a number of challenges:

* How can we best capture ‘life events’ and the broad
range of circumstances that can affect a person’s
ability to study as a mature student? The range of
issues that can affect one’s ability to study include,
for example, health, personal finances, employment
status, and caring responsibilities.

* What principles and associated technical solutions can
support the ethical management of personal student
data, organisational learning data and public data as
these are combined to support personalised learning?

* How do we evaluate the above in terms of benefit to
the student?

In Listing 1, we show a few fragments of the PKG that we
created for Melissa. To save space, we show only a subset of
prefixes. In deployed scenarios this PKG would be housed in
a private data store such as a Solid Pod.

Listing 1: Fragments of Melissa’s PKG.

@prefix me: <https://id.somewhere.co.uk/>

@prefix pods:
<https://pods.somewhere.co.uk/>

@prefix solidterms:
<http://www.w3.org/ns/solid/terms/>

## Melissa’s identity is captured as a foaf
Agent.
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me

##

me

me:

##
##
##
##

me

##

##
##

me

##

me:

:melissa a foaf:Agent ;

pim:storage pods:melissa ;
solidtersm:oidcIssuer me:login ;
foaf:isPrimaryTopicOf
pods:melissa/profile

Private personal information, including
Melissa’s name and address

:melissa a foaf:Person ;

foaf:name "Melissa Surname"
foaf:depiction

<http://id.somewhere.co.uk/melissa/me. jpg>;

foaf:address me:home

home a vcard:VCard ;
vcard:email mailto:mel@somewhere.co.
uk;
vcard:adr [
a vcard:Home;
vcard:country dbr:United_Kingdom;
vcard:locality dbr:Milton_Keynes;
vcard:postal-code "MK9";
vcard:street—address "Campbell |
Park Gate"
]

Private health information specifying
that Melissa has ADHD and that a strategy
that she has for dealing with the
condition is to move.

:melissa schema:healthCondition [

a schema:MedicalCondition ;
schema:name "Attention Deficit
Hyperactivity Disorder"
schema:alternateName "ADHD"
schema:code [
schema:codeValue "F90.9"
schema:codingSystem "ICD-10"
rdfs:seeAlso 1cdl0:F90.0
1
me:adhd_strats "Multitask",
"Movement for Concentration"

Private education information outlining
that

Melissa 1is studying for an MBA at the
OnlineNow university and today’s study
plan

:melissa schema:memberOf ou:0OnlineNow ;

schema:educationalEnrollment ou:MBA ;
schema:educationalEnrollment ou:BZVM802
foaf:project me:study_plan

private plan or todo list

study_plan schema:PlanActions [

a ScheduleAction ;

schema:agent me:melissa ;
schema:scheduledTime "Today" ;
schema:location me:home ;
schema:description "Revise_units, 3 & 4.,
for BZVMB802" ;

skos:relatedTo ou:BZVM802
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Figure 2. Personalisation within a Lifelong Learning Coach

State of the Art

Personal data play an increasingly important role in modern
life (8; 9). Individual users produce significant amounts
of data, all fragmented across multiple platforms, devices,
and services, and thus saved as small, heterogeneous data
traces (10). Digital personal data is increasingly framed as
the basis of contemporary economies (9), yet users do not
have effective ways to take full advantage of their data and
govern their data. Access to the right tools for personal
data management is thus a pressing societal issue (8). Al-
powered agents can help users make the most of their data
on their behalf, but it is yet unclear, in technical terms, how
such a synergy can be best achieved, particularly given the
potentially sensitive nature of a user’s personal data.

Two particular aspects of the literature are then important
in the scope of this work: (i) how people naturally manage
and share their personal data (11) and, in the Al-fuelled era,
(ii) how agents can safely exploit personal data to act in the
user’s best interests (12).

Management of personal data, information, and
knowledge

There are different characterisations of the concepts
of personal data, information, or knowledge. Several
frameworks formalise the personal space of information and
determine what kinds of data are considered to belong to the
space. Early works (13) characterise personal data based on
the concept of six senses: owned by me, about me, directed
to me, sent by me, already experienced by me, and useful to
me. More restrictive definitions only include data created by
the individual (14) or that the individual cares about (15; 16).

Much work has been dedicated to Personal Information
Management systems (PIMs), which deal with the acqui-
sition, organisation, maintenance, retrieval, and sharing of
personal data (17; 18). Notable PIM technologies include
blockchain systems (19; 20; 21), systems that capture user
behaviour on multiple user devices (22; 23), end-user proto-
types (24; 8; 10), federated query engines for personal data’,
and web protocols to manage user data independently of
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applications (25). All these solutions are meant to collect,
organise, and retrieve personal data into a repository to which
typically only the user themselves has access.

Personal Knowledge Graphs (PKGs) (26; 27; 28) further
apply a graph abstraction to personal data, opening
up possibilities for declarative access policies, deductive
inference, and integration with external Knowledge Graphs.
PKGs build on the same principles as all other forms of
personal data stores, vaults, and spaces; that is, they collect
entities of personal interest to the user, but the nature of
Knowledge Graphs as data structures is that information
is organised in terms of entities of interest (which do not
need to be predefined) and the relations among them. PKGs
therefore enable integration with external data sources as
an inherent property (29). Work in this space includes
language understanding to infer a PKG from conversational
dialogues (30), RDF-based models (31), and work on the
decentralisation and ownership of such data, in their Personal
Data Vaults, with solutions like Solid (32; 25) proposing
storing personal data in secure, user-controlled pods, which
third parties can access with permission.

Per the discussion of Skjeveland et al. (28), PKGs aim
to be “a key enabler of secure and sophisticated personal
data management and personalized services”, wherein they
form part of a larger ecosystem together with data services
and sources. They mention user scenarios in the context
of personal fitness, and healthcare. Our vision for CUPAs
builds upon this idea by proposing that Al-based agents can
orchestrate the coordination between the core PKG and the
wider ecosystem of data services and sources. Furthermore,
such agents can be used to automate the population of the
core PKG, its representation, and utilization.

(Robots and) Agents

Towards taking fuller advantage of such data, Al-powered
agents show much promise, particularly those that can
automate tasks currently performed by the user. Robotic

Thttps://github.com/mindsdb
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Process Automation (RPA) automates interactions with
human interfaces (33; 34). However, such approaches
are hard-coded, brittle to changes in the interface, and
incapable of generalising to unseen interfaces. Although
Al can be used to improve the accuracy and execution of
RPA processes (34), it is important to note that they are
purpose-built, task-specific robots, and not general tools for
information access (nonetheless — and despite the growth
of general-purpose Al systems — RPA use in industrial
scenarios is expected to grow at a rate of 32.8% from 2021
to 2028 (34)). Similarly, consumer tools that act as “actors”
for web interactions — such as APIfy*, WebUI *, OSWorld!
or emergence' — require the user to construct their own
extraction/interaction tool for each specific task they want
to perform.

Russell et al. (35) define an agent to be “Anything that
can be viewed as perceiving its environment through sensors
and acting upon that environment through actuators”. In this
sense, RPAs and other consumer tools can be considered
a type of agent. However, they are not adaptable (e.g., to
changes in the interface that they are coded for), and they
do not learn from experience. Russell et al. (35) thus define
a rational agent as one that can improve its performance
operating in the environment “based on past experience and
knowledge”, which the aforementioned tools do not satisfy.

Al-based agents, on the other hand, are capable of learning
and generalising. LLM-based agents have been proposed to
operate in diverse environments using recursion, feedback,
and careful prompt engineering (36). Such LLM-based
agents are capable of solving computer tasks — despite the
limited reasoning capabilities in LLMs (37) — paving the
way for CUAs such as Operator (1), which can use the
user’s browsers in limited ways to automate tasks via a
vision model that recognises form elements. In the same
year in which it was announced, OpenAI’s Operator was
discontinued in favour of integrating the functionalities into
the broader ChatGPT agentic framework (1).

More recently, frameworks such as OpenClaw™ have
become popular, wherein a user runs and communicates with
an Al agent via a messaging service (WhatsApp, Signal,
Telegram, etc.) that is empowered via “skills” to access
emails, calendars, interact with the web, etc., on behalf of the
user. Though OpenClaw has recently gained a lot of attention
for its open source software, the ability to self-host, its
natural interaction via chat messages, its ability to send users
messages proactively, and its extensibility via third-party
“skills”, experts have deemed it a “security nightmare” (38),
calling for more robust methods to control how a user’s
personal data are managed, accessed and shared.

Regarding works unifying LLM-based agents with PKGs,
AGENTIGraph (39) heads in this direction, but rather
focuses on question answering. Closer to the idea of
CUPAs is Charlie: a brief proposal by Berners-Lee (40) on
combining LLM-based agents with PKGs instantiated by
Solid pods using Semantic Web standards. This proposal,
and the user scenarios presented previously, echo the (yet
unrealised) vision for the Semantic Web that Berners-Lee et
al. laid out about 24 years ago (6). Wright (41) presents a
“discuss then transact” model of LLM-interaction in support
of this vision for LLM-based personal agents representing
legal entities.
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Added Value
Data Sovereignty & Governance

Sovereign Digital Architectures (SDAs) are software
architectures that support individual or group ownership
of identity, data, or compute (42). Rather than exclusively
providing new features, SDAs focus on upholding the
values (e.g., control, security, privacy, ownership, autonomy,
transparency, identity, empowerment, trust, etc. (43))
held by stakeholders (countries, populations, organisations,
individuals (43)). Examples of SDAs include Self-Sovereign
Identity (SSI) systems (44) that enable proof of identity
without reliance on third parties; personal data stores,
including Solid Pods (25); Data Wallets that enable
ownership of personal data; and personal Al agents such as
kwaai.ai’". In this context, CUPASs also strive to be an SDA,
supporting the values such as privacy, ownership, autonomy,
trust, etc., of their users, on behalf of their users.

Towards realising this goal, CUPAs must uphold
data governance, which encompasses the techniques,
frameworks, policies and regulations required to ensure that
data are used effectively and responsibly in the context of
a particular individual, organisation and/or jurisdiction. In
the context of CUPAs, individual users store and govern
their PKGs on devices under their control, and ideally have
full agency regarding how their data are used, and for what
purposes. Conceptually, this can be similar to how users are
asked to grant (or deny) permissions to websites, browser
extensions or mobile applications relating to personal data
such as location, contacts, photos, etc., which they must
decide based on their trust in the software, and the value they
can gain through it. However, CUPAs will need much more
granular data access policies, which we discuss later in the
context of technical challenges.

In the context of data sovereignty and governance,
two foundational questions must be addressed. The first
is how regulatory compliance can be ensured in the
context of CUPAs, especially when CUPAs operate across
jurisdictional boundaries. Such challenges already appear
in the context of the internet, for example, where different
jurisdictions may permit, limit, censor or even entirely
outlaw specific online platforms. Though local and national
governments have traditionally been slow to legislate for
computational technologies, they have shown increasing
willingness to regulate their use, which has increasing
impact on voters. As a concrete example, in order
to decrease waiting times within the National Health
Service (NHS), the U.K. government has recently pushed
for wide-scale adoption of AI techniques (e.g., ambient
voice technologies) by doctors, which necessitates defining
policies and regulations protecting patient data and privacy. ™

thttps://apify.com/
Shttps://webui.me/
Thttps://os-world.github.io/
Ihttps://www.emergence.ai/
**https://openclaw.ai/
ffhttps://www.kwaai.ai/

See https://www.gov.uk/government /news/ai-
doctors—assistant-to-speed-up-appointments-a-
gamechanger
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This exemplifies how governments can address key issues for
its citizens, and voters, through initiatives and regulations to
deploy and control Al in the context of personal data.

Another foundational question is how users can transition
from hosting their personal data on centralised service
providers to controlling such data themselves. We foresee
that the transition will be gradual, where, for example,
browsers and mobile phones are already capturing more
personal data locally on user devices to enable faster
payments, autofilling forms, providing personalised search
results, etc. As a concrete example of this trend, in 2024,
Samsung acquired Oxford Semantic Technologies, and the
RDFox engine, with the goal of incrementally constructing
PKGs on their users’ smartphones in order to enable “hyper-
personalized user experiences while ensuring sensitive
personal data remains secure on the device” and thus meet
their consumers’ “growing need for more personalized Al
experiences”. CUPAs can then emerge from such initiatives
wherein companies that develop client-side software and
hardware — smartphones, browsers, operating systems, etc.
— will increasingly meet the demand of their users for new
features, increased automation, as well as data sovereignty
& governance.

Data-driven outcomes for users

Societal and legal debates on personal data emphasise
protection from the harm that they could inflict —
and understandably so. Yet, people voluntarily exchange
personal data with others in their every-day lives in the
pursuit of mutual benefit. People can decide to leverage more
personal data, or different kinds of personal data, to achieve
a desired outcome. For instance, patients might prefer to
share fitness-tracker data with their doctor if this improves
their treatment, or consumers might want to divulge allergies
and dietary needs to streamline shopping and avoid nasty
surprises.

A related assumption is that companies are more
capable of distilling value from people’s personal data than
the people the data describe. A company certainly has
advantages over individuals in this respect, such as the ability
to aggregate over a great many users. But personal data about
a particular individual in isolation has much greater potential
to empower that individual than a company they interact
with, especially when the individual is coached by an agent
such as a CUPA. CUPAs representing different parties could
even negotiate a better outcome for all parties involved.

Considering the added value of CUPAs, and more
generally of providing Al-based agents access to personal
data, we highlight:

Multi-dimensional negotiation. CUPAs can help users to
strike sweet-spots between multiple dimensions, such
as the cost and duration of multi-hop flights, the
deliciousness and healthiness of meal options, etc.

Increased granularity. Humans struggle to negotiate on a
fine-grained level and may, thus, prefer broad policies
that reduce cognitive load (e.g., to always accept all
cookies) (45). CUPAs can help to reach fine-grained
agreements that improve outcomes and honour party
preferences.
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Improved risk/reward assessment. CUPAs can help users
simulate and analyse a variety of hypothetical data
exchange scenarios, and warn users of a particular
risk, for example that the supermarket — if informed
of a condition of a severe allergy — could sell this
information to third parties, leading to an increase in
life assurance premiums.

Auditing and follow-up. CUPAs could automatically per-
form audits to assess whether the data were treated
as agreed during the negotiation process, evaluate the
benefit to the user, and improve for future interactions.

Such added value is of course dependent on the value
outweighing the potential harms caused. This can be
addressed via Al alignment, which ensures that Al systems
act in accordance with human intentions, values, and
societal norms. It involves outer alignment, where an
Al’s objectives accurately reflect human goals, and inner
alignment, ensuring learned behaviours remain aligned in
novel scenarios. Machine-readable policies on how personal
data from the PKG can or should be used by the Al-
based agent can also help to avoid harm. Representing
personal data as PKGs allows standards such as the Open
Digital Rights Language (ODRL) (46) and policy engines
implementing formal semantics (47) to specify and automate
the processing of policies about how personal data are used,
in what contexts, and under what conditions.

User Scenarios

In the context of the dinner planning scenario, it is important
for both Sam and Jane that they control how potentially
sensitive information — such as health, location, etc. — is
leveraged by their CUPAs and shared with local entities.
For example, Sam’s CUPA should respect his wishes to
not inform Jane (via her CUPA) that he is pre-diabetic,
necessitating data sovereignty and governance. But by
mutually sharing information regarding the shellfish allergy
and dislike of coriander, both increase the likelihood of a
positive outcome: preparing a dish that both will enjoy. This
balance requires fine-grained policies that are unobtrusive.

Similarly, in the lifelong learning coach scenario,
while Melissa appreciates the personalised learning plan
generated for her, it requires careful governance of sensitive
information, such as her address next to the park, her
ADHD diagnosis, and her coping strategies. It is crucial that
achieving her desired outcome of effective learning strategies
does not come at the cost of undesired leakage or misuse
of her sensitive information, necessitating fine-grained data
sovereignty and governance.

CUPA Capabilities

In order to gain more technical insights into how CUPAs can
be designed and implemented, in the following, we outline
what we currently envisage to be the key capabilities of
CUPAs that enable the user scenarios previously outlined.
Computer-using personal agents must be able to interact
with diverse websites and APIs. This allows them to book
flights and hotels, search for job openings, and even schedule
appointments. Moreover, they must possess the ability to
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interact with other such agents, such as coordinating travel
arrangements with a travel agent or collaborating with a
financial agent to manage expenses.

In addition to being able to generate and adapt content
(e.g., personalised summaries and creative text), a computer-
using personal agent must be able to combine private data
from the user’s PKG with external information. For example,
when searching for a new apartment, the agent should
combine the user’s preferred neighbourhood from their PKG
with data from real estate websites and local amenities
databases to find the most suitable options. When utilising
the knowledge stored within the PKG, the agent must also
be able to adapt the knowledge from the PKG for the
current task. For instance, when filling out a job application
form, the agent should selectively use information from the
user’s CV and work history stored in the PKG, tailoring the
presentation to the specific requirements of each application.
This adaptability is crucial for ensuring that agent actions are
relevant and effective in the given context.

CUPAs must continuously collect and enrich user
information to effectively assist them. This involves
gathering data from various sources, including interactions
with websites and APIs, user inputs, and external sources. By
continuously learning about user preferences, these agents
can personalise their assistance, such as recommending
travel options that align with the user’s preferences or
suggesting recipes that cater to specific dietary restrictions
or tastes. However, it is also crucial for such agents to
avoid learning one-off or irrelevant patterns, for example,
to assume that Sam will always suffer heartburn after eating
Thai food and should thus avoid it.

CUPAs must exhibit a suitable degree of autonomy,
subject to the trust of the user in the context of the task at
hand. This includes the ability to proactively anticipate and
address user needs. For example, an agent could proactively
remind users of upcoming appointments or suggest relevant
articles based on their recent reading history. However, this
autonomy must always be balanced with the ability to be
guided and controlled by the user, allowing users to provide
instructions, adjust preferences, and maintain control over
agentic actions. The CUPA should not bother users with
repetitive, unnecessary confirmations or permission requests,
while ensuring that they do not automatically perform
actions that the user would disapprove of.

While acting largely autonomously, it is crucial that a
CUPA acts in alignment with the user, ensuring that tasks
are completed as desired. This is essential in scenarios
like recipe searches where the agent must accurately reflect
dietary restrictions and preferences. Moreover, such an agent
should always act in the user’s interests, even when dealing
with potentially conflicting goals. For example, an agent
helping a user plan a trip should consider factors like budget,
travel time, and personal preferences, even if these factors
may lead to a slightly more expensive or less convenient
option. The agent should avoid acting in an unethical or
illegal manner even if it potentially maximises a users
immediate interests, e.g., via tax evasion.

To maintain user trust and ensure responsible behaviour,
it is also crucial that agents do not overstep boundaries,
respecting user privacy and only acting within explicitly
granted permissions. Finally, the repeated offering of clear
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explanations of all actions will aid in the fostering of trust
and allow users to understand and verify agent behaviour.

User Scenarios

For the dinner planning scenario, Sam’s CUPA must interact
with the supermarket API and nutritional websites for
finding and sourcing ingredients for the recipe, should adapt
medical information to generate healthy suggestions, should
collect information about Sam’s negative reaction to the
meal for future tasks, should proactively suggest alternative
ingredients based on available information, should accept
Sam’s prioritisation of preparing a delicious meal over minor
health considerations, and should consult Sam before, for
example, ordering the ingredients.

Likewise, in the lifelong learning scenario, Melissa’s
CUPA must interact with her university’s Web API, and
should: take into account Melissa’s ADHD diagnosis and
the current weather to propose effective learning strategies;
evaluate the possibility of a session in the park; develop plans
based on the feedback collected, help Melissa to achieve her
personal learning goals, and finally automatically create a
podcast tailored to these goals and Melissa’s needs.

Technical Challenges

The aforementioned desired capabilities for CUPAs, based
on our vision of a trusted, accountable, and largely
autonomous agent acting with personal data for user benefit,
raises a number of technical challenges.

Overview of technical challenges

In the following, we provide a brief overview of a broad
selection of challenges that we foresee requiring further
research in order to realise the aforementioned vision of
CUPAs.

Explainability, Traceability, and Provenance Provenance
techniques are required to trace and explain how
personal and external data led to specific answers or
actions being derived or carried out by the CUPA.
These provenance techniques would need to support
diverse data models, machine learning processes, user
inputs, and policies.

Data Interoperability Data interoperability is a key chal-
lenge towards implementing CUPAs. Being able to
draw on and integrate more sources of data will
improve the CUPAs performance. This is particularly
challenging for new sources discovered on the fly.

Security, Privacy, and Policies The sensitive nature of data
processed by a CUPA calls for security, privacy,
and usage control mechanisms, and the ability of
the CUPA to understand and correctly apply the
access/usage/action control policies of the user. In
some countries, this would even be a legal requirement
(e.g., under GDPR in the E.U.).

Reasoning Capabilities In order to perform on-the-fly PKG
management and validation, CUPAs need to be
equipped with an efficient (logic-based) reasoning
engine capable of answering the required questions
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over the PKG and required external knowledge to
complete a task.

Trust, Delegation, and Action Control Achieving agent
autonomy requires trust modelling, delegation
mechanisms, and structured action control

policies (48). Trust models must be adaptable to
different contexts, from rigid policies applicable in
government agencies to more flexible, reputation-
based approaches for personal agents (49).

User-in-the-Loop CUPAs will require input, guidance,
permission and confirmation from the user. But
to increase automation, the CUPA must avoid
unnecessary interactions with the user. This creates the
challenge of when to call upon the user, and how.

Self-Improvement The CUPA should leverage its experi-
ence with the user in order to improve the services it
provides over time, leading to greater automation, and
actions/results that better benefit the user. This raises
questions about how such a history can be captured,
represented, stored and leveraged. Models of bounded
rationality may also be useful here, wherein decisions
that are not optimal but rather “good enough” must
be made with limited information, bounded time, etc.;
this includes knowing when a decision should be made
within the current bounds.

Self-Determination and Alignment There are many ways
an agent could be considered ‘aligned’ to a user. Naive
approaches include ensuring that CUPA decision
making always takes place within rules-based bounds
— such as action controls set by a user — or doing a best
effort to match user intent or decision making. There
is a field of research discussing ‘beyond preference
matching’ alignment which proposes that Al systems
should be aligned to broader concepts such as value-
based alignment, or prioritise user welfare over
emulating decision making (50). Another pertinent
line of research is to explore models of computational
rationality (51), which reason about the probability of
outcomes resulting from alternative actions, and the
utility of those outcomes (in this case, to the user).

We also consider the following challenge specific to
CUPAs interacting with other agents (e.g., other CUPAs).

Inter-Agent Communication, Negotiation & Coordination
Agents must communicate effectively in the context
of multi-agent systems to achieve shared goals,
requiring both a shared conceptual understanding and
a means of encoding and decoding messages (52). The
same challenge applies to networks of CUPAs who
coordinate to solve a particular set of goals for users.

‘We now discuss in more detail a selection of the above that
we identify as key challenges.

Data Interoperability & Reasoning Capabilities

In the vast majority of scenarios in which CUPAs will
operate, data interoperability and integration is a key
problem to be solved. The power of data, however
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structured, and correspondingly of agents that use data grows
significantly as the amount and heterogeneity of the data
increases.

To fulfil a given task, assistants typically need to have
access to personal information about the user. In some
cases it is possible to foresee the need to access external
information, e.g., about the city the user is living in or
planning to visit, which can then be integrated (or at
least mappings can be pre-computed) so that it can be
accessed efficiently when needed. This task becomes more
challenging when heterogeneous and/or multimodal data,
such as photos and text, is used.

However, in many cases new information needs to be
accessed, integrated, and understood on-the-fly, e.g., content
from websites or information provided by other agents. With
recent advances in ML, in particular NLP in support of multi-
linguality, this has certainly become more feasible than ever
before, but is still prone to errors originating from faulty
information in the data sources themselves, limited support
across modalities, mistakes introduced during integration, or
interpretation and use by an ML component.

Our definition of CUPA addresses the data interoperability
by design as they are equipped with (i) PKGs, which
formally represent the user’s personal data, and (ii) logic-
based reasoning capabilities, which exploit the formal
semantics of the PKG. CUPAs equipped with formal
semantics are a differentiating characteristic with regard to
other types of CUA. There are still, however, challenges in
the management of knowledge in a network of CUPA agents
as described below.

PKG in a CUPA agent. A CUPA agent manages the
creation, maintenance, and validation of a PKG via (i) a set
of ontologies to describe the vocabulary and semantics of
the relevant domain (e.g., health, shopping history, technical
skills, etc.); (ii) transformation mappings linking to the data
sources (for provenance and maintenance) using declarative
mapping languages like RML (53) or custom scripts; (iii)
(materialised) RDF data from data sources or directly
created; (iv) access rules defined at the axioms and fact level
in the PKGs; and (v) alignments to external ontologies, e.g.,
SNOMED CT in health or FoodOnto (54).

Task-driven KG management in a network of CUPA
agents. A network of CUPA agents starts a dialogue to
solve a task. In the simplest case, the network can be
formed by a single CUPA (e.g., form filling task). From
the KG management point of view, the CUPA agents
need to negotiate and agree on a virtual KG. This virtual
KG aims at (i) maximising coverage of the information
needs, (ii) minimising knowledge sharing by each CUPA,
(iii) preserving access policies, and (iv) satisfying logical
guarantees. Each CUPA may be using different ontologies
(internal and external), and alignments may also need to be
negotiated while preserving the access policies and logical
guarantees.

Security, Privacy & Policies

Another key challenge for CUPAs will be ensuring that —
while automating online tasks for the user, and potentially
coordinating with other CUPAs — the CUPA does not
overstep the user’s criteria regarding security and privacy.
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This challenge must be addressed for the vision of CUPAs
outlined here to reach their potential (and not do harm).

As a first step, addressing this challenge requires some
form of representation of the user’s criteria regarding
how their personal data can — and should — be used (or
indeed cannot — and should not — be used). Here, existing
policy languages can be leveraged, but certain gaps still
need to be addressed, particularly regarding extensibility,
interoperability, semantics, and legal compliance.

As a second step, policies are only as useful insofar as
they are enforced. This is a complex challenge in the context
of CUPAs, where as we discussed in the scenarios previously
mentioned, the types of data and tasks addressed are highly
diverse, and with various external actors involved (for
which a user may have different levels of trust), seamlessly
enforcing privacy while meeting user goals is nontrivial.

We now discuss these two aspects in more detail.

Policy languages: Expressiveness, extensibility, and
interoperability The scenarios clearly show that policy
languages should be expressive enough to encode very
diverse conditions under which data can be processed, as
well as a variety of access/usage/action restrictions on the
behaviour of each CUPA used by the data subject. Moreover,
as a CUPA progressively interacts with new external web
sites, services, and other CUPAs, and as data protection
regulations evolve, the range of data classes, actions, and
privacy-related concepts (such as purposes, processing, etc.)
that policy languages have to handle is going to evolve
accordingly. Therefore policy languages should be easily
extensible with the ontologies that define the new terms
(55). The same requirement is needed for interoperability,
which comes into play as CUPAs also need to understand
and reason about the policies of external services and other
CUPAs (and their users). Furthermore, in order to guarantee
correct policy enforcement, policy languages should have
unambiguous semantics (56; 57). Currently, none of the
policy languages most frequently used in conjunction with
KG, such as WAC and ODRL satisfies all of the above
requirements.

Policy enforcement: Inference control and complexity
Enforcement should take into account that the information
that has been concealed with access control or anonymisation
to preserve confidentiality may be reconstructed with
automated inference. For instance, a CUPA who is instructed
to protect its user’s medical diagnosis should understand
that her medical treatments and the hospitals and specialists
that she visited should not be disclosed, either because they
reveal what the data subject’s disease actually is. Identifying
the additional information that shall be concealed to protect
sensitive data is highly non-trivial (58). Despite the growing
literature on the above issues, this is still an open research
area.

Logical and privacy guarantees. As mentioned above, a
network of CUPAs negotiate a VKG (virtual KG). This VKG
must preserve the access policies and thus it cannot entail
(i.e., made explicit via logic-based reasoning) axioms or
facts declared as private for a given task; likewise, VKGs
should not entail logical errors like unsatisfiabilities (i.e.,
empty interpretation for some ontology classes). In addition,
a CUPA may declare additional guarantees like completeness
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(e.g., integrity constraints (59)) or conservativity, that is, the
VKG should not entail new logical consequences among the
vocabulary of the ontologies of the CUPA PKG (e.g., (60)).
A more challenging issue emerges with respect to how the
choice of one user might affect the privacy of another user
through direct inference, through background knowledge
attacks, etc. A potential example is one user agreeing to
share their DNA with ancestry services via their CUPA thus
enabling their relatives to be identified via shared DNA.

User Scenarios

In the dinner planning scenario, data — in potentially diverse
formats — from Sam’s medical records, Jane’s preferences,
recipe websites, food websites, supermarket catalogues, etc.,
must be integrated and reasoned about. Sam’s decision to not
share his pre-diabetic situation with Jane requires techniques
for security, privacy and policies, and also to understand that
Sam must be kept in the loop for sharing such information
(and with whom it can or cannot be shared). Likewise,
Sam’s (partial) trust of Jane with specific information must
be modelled, and inter-agent communication is required to
negotiate dietary preferences. The fact that the meal gives
Sam heartburn should be captured to improve future services,
as should his preferred policy of not sharing his pre-diabetic
condition with Jane; likewise, the sharing of his allergy
with Jane should also be represented and recorded to avoid
seeking this permission in future. The CUPA must also
avoid automatically replacing ingredients, and capture Sam’s
(contextual) decision to prioritise taste over minor health
considerations to better align its actions with Sam’s values
in the current scenario, and in future.

The main technical challenges in the lifelong learning
scenario arise from the fact that, in general, an educational
institution, which is often a large organisation with tens of
thousands of staff, is able to provide a more personalised
learning experience given personal and sensitive data.
For example, knowing if a student has a disability or
has cognitive issues can allow for tailoring of learning
frameworks and dramatically better outcomes. PKGs,
coupled with local data storage, enable reasoning over
sensitive data in a privacy preserving fashion. Care must be
taken, however, in what can be derived from the released
data; for example, if the CUPA recommends studying in a
park specifically for ADHD students, or students who live in
areas close to parks with good weather, this study plan could
be used to infer a sensitive trait of the user.

Roadmap

We envision that moving from the current state of the art
towards fully addressing the above technical challenges will
occur in three stages. These stages represent varying degrees
of trust, accountability, and autonomy.

CUAs enhanced with personal data In the first instance,
we foresee extensions of CUAs — in the style of
OpenAl’s Operator (1) in a commercial setting and
Agent-E (61) in a research setting — such that they
use a PKG in order to access knowledge personal to
the user. This would safely enable higher levels of
automation, obviating the need to pass control back to
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the user in scenarios of the user’s choosing that involve
personal data. We see the three-way split between
personal, organisational, and public — data and how
these are handled seamlessly without loss of trust or
privacy — as being crucial to the success of CUPAs

Recent work has highlighted the importance of
principled interfaces between agents and external
resources. In particular, emerging model—context pro-
tocols (MCPs) (62) provide a structured mechanism
for exposing tools, data sources, and capabilities to
agents without relying solely on unstructured inter-
action. A key requirement is that CUAs should not
centralise or freely transmit raw personal data. Instead,
they should operate in a way that computation is
moved to the data whenever possible, and only task-
relevant, aggregated, or policy-compliant outputs are
exchanged. This perspective aligns with existing work
on privacy-preserving data infrastructures, such as the
Personal Health Train, where sensitive data remain
under the control of the data subject or hosting organ-
isation and are accessed through controlled, auditable
interfaces.

Web-aware CUPAs CUAs currently rely on existing
browser implementations to render an HTML page
and then make use of vision models to interact
with the page. An agent could rather observe HTTP
requests made to a particular website, as well as the
HTML forms present on a page, to invoke requests
and actions directly via HTTP.

Recent work such as LiteCUA (63) demonstrates
how CUAs can treat the computer environment
as a structured server, exposing actions and state
through MCP-compatible abstractions. This trend
aligns with our roadmap by reducing brittleness and
enabling agents to discover and adapt to previously
unseen websites and services. Vision-based interaction
remains a fallback mechanism, but is no longer the
primary mode of operation.

Networks of CUPAs We envision networks of CUPAs
interacting in order to complete tasks involving
multiple users. This may involve structured service
descriptions (64), or a mix of natural language
and structured communication per a “discuss then
transact” model (41) whereby agents use natural
language to first negotiate about a transaction they
wish to perform, and then confirm this transaction
using structured data.

Recent work such as Agent2Agent (A2A) (65) and
the Agent Network Protocol (ANP) (66) provide
protocol-level foundations for such cooperation,
enabling structured inter-agent communication and
task delegation. Building on earlier ideas such as
structured service descriptions and “discuss then
transact” interaction models, these protocols point
towards a Web of interoperable CUPAs capable of
coordinated action while preserving accountability
and user intent.

Enabling this three-stage evolution of CUPAs requires
research addressing the challenges outlined previously,
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culminating in CUPAs that seamlessly manage and integrate
personal user data, protect their user’s privacy, discover
and adapt to the APIs of previously unseen websites,
and collaborate with other CUPAs to automatically solve
individual and collective tasks for users via the Web.

Ethical and Societal Concerns

The ambitious vision outlined herein evokes a wide range of
ethical and societal concerns. Several of these are inherited
from the more general rapid evolution of Al, Generative
Al, and Agentic Al (67). Such issues include, for example,
potential biases in models, variable performance for low-
resource languages, concerns about intellectual property,
the cognitive effects of the use of such technologies,
increased unemployment, the potential for frauds and
scams, the growing list of AI exploits, centralisation of
Al capital, effects on the environment and climates, Al
safety, and more besides. CUPAs introduce an additional
dimension beyond these more general, pressing concerns:
the combination of personal data and Al. This immediately
raises concerns relating to trust, agency, governance and
privacy, as discussed herein.

A pragmatic view is that users will increasingly entrust
their personal data to AI with the promise of increased
automation, higher levels of personalisation, and novel
applications: as per the increasing popularity of frameworks
such as OpenClaw despite the fact that they are associated
with various security concerns (38). The research and
development of CUPAs, in this context, could ideally provide
a well-founded direction — via PKGs — to protect users’
personal data while enabling increased levels of automation.
This requires careful concern for the ethical and societal
effects of such technologies, and careful consideration of
explainability, security, privacy, trust, self-determination,
alignment, etc., as discussed herein.

Conclusion

Computer-Using Agents (CUAs) have the potential to
transform how users interact with their computers, their
browsers, and amongst themselves. Not having access
to personal data limits such interactions. Giving CUAs
unfettered access to the personal (and most sensitive) data
of a user seems unwise, as does providing CUAs no access
to personal data. We thus argue for CUPAs as a configurable
middle-ground, where a Personal Knowledge Graph (PKG)
is used to represent, store, and control access to the personal
data of the user. As a starting point, the data that a user fills
into web forms can be captured in the PKG, and enriched by
an Al-based agent. These data can then be used, if the user
so wishes, by CUAs to automate further tasks. In a next step,
CUPAs can learn to interact with websites via HTTP APIs
rather than through visual interfaces. Finally, further into
the future we envision a network of CUPAs collaborating to
address user tasks.
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