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Abstract. The ubiquity of disinformation on digital platforms poses a threat to democracy and social cohesion. Despite sig-
nificant developments in machine learning for disinformation detection and more specific related tasks (such as fact-checking,
check-worthiness detection, claim linking, propaganda and rumor detection), effectively applying empirical knowledge during
the training of such models in a standardized and transparent way remains a challenge. In this paper, following the semantic
web principles, we propose TAXODIS—the first of its kind openly available Taxonomy of Online Disinformation. It struc-
tures an interdisciplinary set of well-defined and analyzed linguistic features of online disinformation discourse and is meant
to help annotate training data to nourish machine learning and computational models that deal with the above-mentioned tasks.
The systematic clustering of linguistic features into a comprehensive and publicly available framework provides a basis for the
empirically grounded training of models and enhances the understanding of disinformation on a textual and linguistic level.
Demonstrating and evaluating the artifact, we find that it facilitates data labeling processes by offering annotators a compact yet
empirically informed guide to identifying textual indicators of disinformation. This paper, proposing a structured taxonomy as a
valuable tool for automated detection systems, contributes to disinformation detection by mapping nuanced linguistic character-
istics in disinformation content.
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1. Introduction

As today’s primary news sources, social media and news platforms suffer from inaccurate reporting and the
distribution of unfounded opinions [69]. Especially in times of crises, the viral spread of disinformation poses a
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central threat to political processes and social cohesion as the United Nations recently addressed in their disinfor-
mation report [59]. Disinformation is defined as false information and, unlike misinformation and malinformation
[77], is spread with the intention to deceive [70]. Therefore, automated systems detecting disinformation on digital
platforms are indispensable tools in the ongoing effort to maintain the integrity of information, protect democratic
processes, and foster a more informed and cohesive society.

Research on disinformation detection using machine learning (ML) and natural language processing (NLP) is
a rapidly expanding field that spans various disciplines, including computer science, social science, psychology,
and information systems [11, 47, 81]. Most techniques focus on extracting multiple features, incorporating them
into classification models, and then choosing the best classifier based on performance [6, 16]. Data suggests that
disinformation content is difficult to identify [37] due to the variety of stylistic devices used in disinformation,
creating a barrier for purely quantitative approaches to the problem [67]. The deceptive nature of disinformation,
where the aim is to make the information appear to be authentic, may help to explain this difficulty [1]. Nevertheless,
empirical evidence on the structure of disinformation demonstrates that legitimate and deceptive content differ
significantly in their substance and sentiment [32, 35].

Thus, recognizing the need for a comprehensive understanding, this research delves into the clustering of linguis-
tic features, creating a robust foundation for the empirical training of detection models. Accordingly, we are guided
by the following research question: How can a taxonomy of online disinformation characteristics be designed to
support text classification and other downstream tasks in mis- and disinformation analysis, and be made available
to facilitate the automated detection of disinformation? In doing so, we aim to contribute to a shared understand-
ing of disinformation at a linguistic level, providing a nuanced perspective that goes beyond conventional binary
detection methodologies.

The focal point of this paper is the development, implementation, and demonstration of the Taxonomy of Online
Disinformation (TAXODIS). We ground the implementation of this taxonomy in the principles and technology of the
Semantic Web, with its structure represented as a SKOS thesaurus to ensure interoperability and reuse. Additionally,
we show how the taxonomy can be used together with existing well-established vocabularies for the annotation of
disinformation resources, mainly the Open Annotation Data Model (W3C Recommendation) and schema.org, and
how the annotations can be then linked to existing knowledge bases such as Wikidata.

A well-structured semantic taxonomy of online disinformation can serve as a foundation for automated detection
systems, providing scientific guidelines for more fine-grained annotation of disinformation datasets. Such annotated
datasets can then be used to train classifiers and/or be published as Linked Data, enabling potential integration with
other knowledge graphs.

The taxonomy builds on two earlier works: [13] outlines the methodology for taxonomy development, while
[9] presents the DeFaktS dataset, demonstrating how the taxonomy can be operationalized for annotation purposes.
The latter also presents an earlier (unimplemented) version of the taxonomy.

The paper is structured as follows. In Section 2, we review related work, before giving an overview of TAXODIS
in Section 3. The methodology of building the taxonomy is given in Section 4, while examples of using and linking
the resources to existing knowledge graphs are provided in Section 5. Several use case scenarios are presented in
Section 6, before we conclude in Section 7.

2. Related Work

Recent research addresses both the benefits and drawbacks of different detection methods as well as their under-
lying theories [7, 66, 83]. Nevertheless, many disinformation classifiers presented in empirical papers lack explana-
tions on how they were trained or how the datasets used for training were labeled [2, 23, 42]. Although these expla-
nations are crucial to the transparency and traceability of the research process, only little research has accounted for
this issue [53, 55]. Creating a succinct taxonomy that covers the wide-ranging attributes of disinformation regardless
of the specific event while also being detailed enough to precisely categorize deceptive content may enhance the
transparency of the manual classification process of disinformation datasets.

In the past years, there have been various endeavors to capture the phenomenon of disinformation with taxo-
nomical frameworks. Alexander and Smith [4] base their approach to taxonomy development on a communication
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model to illustrate how disinformation is spread to deceive its audiences. While they discuss illustrative examples of
different strategies for modifying or distorting messages to subvert their initial meaning, the authors do not suggest
a concise taxonomy providing a structured overview of indicators that help identify disinformation in social media.
Tambini [72], on the other hand, provides generic categories that lead to overlapping definitions. The proposed cate-
gories encompass a wide range of sociopolitical phenomena such as ‘falsehood to affect election results’ and ‘news
that challenges orthodox authority’. These aspects primarily serve a descriptive rather than explanatory purpose,
implying a need for more precision in classification. Parikh and Atrey [61] delineate disinformation features by
relying on technical attributes or the structural format of news items. These categories encompass visual elements
such as photoshopped images, user-based components involving fake accounts, and style-based aspects, among oth-
ers. Their technical approach primarily introduces types of data in news, disinformation detection methods, and
common disinformation datasets. While this approach proves valuable for developing automated detection tools, its
technical orientation poses challenges when attempting to integrate it with broader frameworks equally focused on
non-technical aspects of disinformation.

In adopting a detection-oriented approach to the issue, Kumar and Shah [39] present four broad categories:
opinion-based, fact-based, misinformation, and disinformation, without delving into the finer nuances of the do-
main, such as clickbait, propaganda, and trolling. Their focus is limited to specific domains and they position the
terms ‘disinformation’ and ‘misinformation’ at a more granular level, in contrast to the common practice of treat-
ing them as overarching umbrella terms. In their taxonomy, Lemieux and Smith [44] categorize disinformation and
misinformation alongside more specific phenomena like hoaxes and rumors, placing them at a similar hierarchical
level. Furthermore, they introduce the term ‘mal-information’ as an overarching category, on par with disinforma-
tion and misinformation. This approach makes it difficult to assign subphenomena, such as conspiracy theories,
to overarching phenomena, such as disinformation. Molina et al. [55] differentiate various types of disinformation
by employing four operational indicators: message, source, structure, and network. This approach extends beyond
content-based methods and conventional definitions, instead centering on the dissemination of online information
and offering insights into potential detection solutions. Their study provides an extensive overview of the character-
istics of fabricated news. However, the proposed taxonomy lacks concision, resulting in nine extensive tables that
are neither precise nor concise enough for handling large amounts of data [60]. Kapantai et al. [37] have designed
a succinct taxonomy framework characterized by three fundamental dimensions: motive, facticity, and verifiability.
These dimensions and their associated metrics prove crucial in the categorization of disinformation that has been
previously identified as such, enabling differentiation between specific manifestations such as clickbait, trolling, and
fake reviews. It is essential to note, however, that this taxonomy does not furnish discernible indicators intended to
facilitate the proactive identification of disinformation content by human users. Finally, the DISARM framework
provides an overview of several sub-frameworks for practitioners to describe and understand different parts of dis-
information, including its actors, tactics, and countermeasures. While the framework is intended to help track and
counter misinformation [21], it does not provide a hands-on and scientifically grounded scheme that can be applied
to the recognition of disinformation via granular features and characteristics referring to language and content.

None of the mentioned efforts above propose a shared semantic model that would help lead toward a uniform and
common understanding of the various categories of features. In that respect, several structured datasets with schema
have been proposed to deal with the specific task of fact-checking or disinformation detection. The MultiFC [10]
and the ClaimsKG [27, 28, 74] datasets both provide structured data of and about claims coming from established
fact-checking portals, where claims are stored together with contextual metadata (such as authors, sources, claim
reviews and other contextual information, including veracity labels). The two datasets are complementary in some
respects. MultiFC focuses on evidence-based fact-checking in terms of downstream tasks, where via the Google
Search API the ten most highly ranked search results per claim are retrieved and stored. ClaimsKG, on the other
hand, provides a rich data model (an RDFS ontology) to represent check-worthy or fact-checked claims and related
metadata, which is an important effort towards standardization and enables federated access to distributed data,
where a specific search engine is provided in addition to a public Sparql endpoint [29]. MultiFC contains data in
English, while ClaimsKG is multilingual, harvesting data from fact-checking portals in about ten languages. These
datasets can be used to provide a pool of verified claims with additional metadata for fact-checking applications and
to extract links to claims that are mentioned in fact-checking articles. However, they do not delve into the problem
and nature of the linguistic and textual features that define disinformation.
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In these terms, an important effort for annotating text with general linguistic features is the Linguistic Inquiry
and Word Count tool (LIWC). LIWC is a gold standard for word-level text analysis, which has been used in large
amounts of scientific publications.1 It has also proven to be well-suited for web claim-related tasks (e.g., [51]
ranked 2nd at the CheckThat! 2022 Fake News Detection Challenge and used LIWC in their pipeline). LIWC
extracts features by using over 100 built-in dictionaries that encompass social and psychological states, emotional
tones, linguistic properties, cognition processes, analytic speech patterns, punctuation marks, and several word-
count-related features. Each dictionary can contain a list of words, a list of word stems, emoticons and other specific
word constructions. The LIWC features can be divided into seven distinct categories: syntactic, analytic, sentiment,
social, perceptual, informal language, and topic. However, although useful in claim-related analyses for fake news
detection, LIWC has a more general focus. A specific subset of its features can be used to annotate disinformation-
related data, but this selection has to be made manually, where this is additionally hindered by the fact that the
vocabulary is not formally structured and queryable. In addition, access to LIWC is granted upon request, making
it less easy to apply, as it is not openly available. In contrast, the proposed taxonomy in this paper is tailored to
disinformation in particular, contains more specific and fine-grained categories and types of features for related
downstream tasks, in addition to it being fully open and structured following the semantic web principles.

The current state of the art shows that what is missing so far is a fundamental but concise empirical overview of
linguistic detection cues supporting the creation of labels for transparently annotating datasets on a granular level.
By implementing a taxonomy encompassing such an overview, a classifier not only produces an output providing
indications of content veracity but also furnishes more comprehensive information about prevalent characteristics in
disinformation. The novel taxonomy is shaped and made openly available as a (SKOS-based) RDFS resource, which
enhances re-usability, interoperability and FAIRness in general, with advantages such as easy access and federated
queries over the vocabulary and the annotated datasets. Finally, this approach aims to enhance digital literacy among
both annotators and end-users of the developed classifier.

While elements of the taxonomy have been discussed in earlier work, we emphasize that neither the work-in-
progress taxonomy paper [13] nor the dataset-focused DeFaktS paper [9] present the final taxonomy as introduced
and formalized in this manuscript. The earlier paper [13] primarily outlined the methodology for taxonomy devel-
opment and provided illustrative examples, but did not introduce a finalized or structured resource. The DeFaktS
dataset paper [9] demonstrates how the taxonomy can be operationalized for annotation purposes but does not de-
scribe or analyze the taxonomy itself in detail, nor does it provide an implementation of it. This manuscript is the
first to consolidate, refine, and formally present the finalized taxonomy as a semantic resource, with specific atten-
tion to its structure, categories, and features. It also introduces the RDFS implementation following semantic web
principles, which is novel and central to the FAIRness and reusability of the resource. Moreover, the taxonomy itself
has been extended since earlier work: it now includes a sixth dimension, developed through additional conceptual
work and literature review, along with updates to existing categories to improve clarity, coverage, and applicability.

3. Taxonomy Overview and Open Availability

Figure 1 depicts the TAXODIS taxonomy. The taxonomy contains (currently) 66 concepts, of which 48 are ‘leaf’
concepts (concepts with no narrower terms), organized in a hierarchical (tree-like) structure of maximum depth four.
Its top concept is ‘disinformation characteristic’, which describes characteristics that are indicative of disinformation
in a piece of content. This top term has three narrower terms: i) ‘detection feature’, which classifies the piece of
content based on linguistic or stylistic features that are indicative of the detection of disinformation (e.g. length
of the headline, lexical and contentual poorness, level of semantic incoherence, lack of new information, level of
topicality, etc.), ii) ‘categorization’, which classifies the piece of content based on its theme or content type. e.g.
social (theme), conspiracy theory (content type), and iii) ‘veracity’, which classifies the piece of content based on
its veracity, e.g. mostly false, mixture, etc. A detailed explanation of the narrower terms of these three broad terms
is provided in the next section.

1See https://www.liwc.app

https://www.liwc.app
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Fig. 1. The TAXODIS taxonomy.

We implemented the TAXODIS taxonomy as a SKOS vocabulary/thesaurus. SKOS2 is a data model designed for
the representation of thesauri, classification schemes, taxonomies, and other types of controlled vocabularies. It is
a W3C recommendation built upon RDF and RDFS, and its main objective is to enable easy publication and use
of controlled vocabularies across the web. The SKOS representation of TAXODIS provides for each term/concept:
i) its preferred label in English (using the property skos:prefLabel), ii) its definition in English (using the property
skos:definition), iii) its broader terms, if any (using the property skos:broader), iv) its narrower terms, if any (using
the property skos:narrower), v) its notation, used to uniquely identify the term within the scope of a given concept
scheme (using the property skos:notation), vi) the scheme (vocabulary/thesaurus) in which the term belongs to
(using the property skos:inScheme).

We also provide the following metadata using properties of RDFS, DCMT (Dublin Core Metadata Terms) and
other widely-used vocabularies: i) the title of the taxonomy (using the properties rdfs:label and dct:title), ii) the de-
scription of the taxonomy (using the properties rdfs:comment and dct:description), iii) the taxonomy’s usage license
(using the properties dct:license and cc:license), iv) the taxonomy’s creation date (using the property dct:issued),
v) the taxonomy’s last modification date (using the property dct:modified), vi) the taxonomy’s version (using the
properties owl:versionInfo and owl:versionIRI), vii) the creators of the taxonomy (using the property dct:creator),
viii) the taxonomy’s namespace URI (using the property vann:preferredNamespaceUri), and ix) the taxonomy’s
namespace prefix (using the property vann:preferredNamespacePrefix).

The RDFS file (in Turtle format) of the SKOS implemenation of TAXODIS is publicly available under a cre-
ative commons license at: https://zenodo.org/records/14264593 (DOI: https://doi.org/10.5281/zenodo.14264593).
The (resolvable) namespace of the taxonomy is https://hop.fzi.de/taxodis/.

2https://www.w3.org/2004/02/skos/

https://zenodo.org/records/14264593
https://doi.org/10.5281/zenodo.14264593
https://hop.fzi.de/taxodis/
https://www.w3.org/2004/02/skos/
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4. Building TAXODIS, the Taxonomy of Online Disinformation

This section outlines the methodology for constructing the taxonomy and describes its features, as initially intro-
duced in [13] and [9]. It further provides an illustrative example and discusses annotation challenges.

4.1. Methodology

Our iterative approach consists of two major parts, integrating insights from multiple disciplines to construct a
robust taxonomy. Initially, by conducting a systematic literature review [79], we gather a comprehensive range of
linguistic features of online disinformation from various fields of study. This allows us to capture diverse perspec-
tives on how disinformation manifests across different contexts. Subsequently, we cluster the empirical results in
groups, supporting a linguistic-based disinformation detection approach. Categorizing objects aids in understanding
and analyzing complex environments, making the creation of taxonomies essential for research and development
[60]. Nickerson et al. [60] provided the first and well-conceived taxonomy-building methodology. Their approach
has served as a blueprint of numerous taxonomy projects across various domains [41]. Building on these interdis-
ciplinary foundations, we propose a novel six-dimensional taxonomy, based on the categorization criteria identified
from the existing empirical literature.

4.1.1. Systematic Literature Review
We have conducted a systematic literature review following Webster and Watson’s [79] methodological guide-

lines. A thorough review encompasses pertinent literature on the subject and is not confined to a particular research
approach, set of journals, or geographical area [79]. Hence, we utilized large interdisciplinary databases to access
all relevant research fields for our project. Upon careful examination of the literature concerning linguistic features
and disinformation detection characteristics, we synthesized an overview of frequently used descriptions referring
to various types and characteristics of disinformation content. However, the ad hoc definitions introduced by each
study may give rise to conflicts or overlaps. Accordingly, the overarching objective of our literature review is to
consolidate the existing knowledge on categorizing disinformation and to discern patterns and key concepts within
the literature. Our aim is to advance prior research by synthesizing this knowledge into a cohesive taxonomy.

To achieve this goal, we followed a structured procedure for our review: Initially, we identified our sources from
digital libraries and defined our search terms, which were subsequently applied to the selected sources. Afterward,
we refined our selection of primary studies by employing inclusion and exclusion criteria on the search results. To
further enhance the comprehensiveness of our review, we conducted both backward and forward searches based
on the selected primary studies. An automated search was executed across five prominent scientific databases to
identify relevant publications: IEEE Xplore Digital Library, Scopus, ACM Digital Library, Web of Science, and
Springer Link. Initially, we conducted several pilot searches on our research topics to compile a preliminary list of
papers. Based on these searches, we defined search terms that aligned with our research objectives. The selected
search phrases, limited to abstract and title, were as follows: linguistic ‘disinformation’ OR ‘fake news’ AND
‘classification’ OR ‘detection’.

For the next phase of our research, the following three inclusion and exclusion criteria were formulated: We
excluded sources that solely address the issue of disinformation from a computational perspective, advocating tech-
nical solutions reliant on machine learning and statistical models to automatically categorize news articles into
predefined categories, such as fake or real. Additionally, we omitted sources that primarily conducted performance
evaluations of such models. Publications that mention specific categories or characteristics of false information
without attempting systematic classification or providing explanations for the proposed categories were excluded.
This criterion was applied to sources where the disinformation phenomenon is not a central concept, such as papers
that incidentally use terms like ‘fake news’, or those that discuss specific types of false information without inte-
grating them into a comprehensive framework, rendering them non-exhaustive or merely indicative. In the interest
of promoting common scientific understanding, only papers written in English were included in our review. Our
search yielded 29 primary studies across six different disciplines (e.g., computer science, linguistics, psychology,
and media studies) introducing linguistic frameworks for disinformation detection. The selection process encom-
passed records obtained through database searching as well as those identified through additional backward and
forward searches based on the initial records.
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Figure 2 provides a detailed overview of the selection process (as a PRISMA flow diagram3), encompassing
records obtained through database searching as well as those identified through additional backward and forward
searches based on the initial records. In total, 34 papers were included in our review. Our initial objective was to

Fig. 2. PRISMA flow diagram.

identify linguistic-based cues of online disinformation in the empirical literature. Subsequently, we extracted the
identified features of disinformation and organized them into clusters based on similarity to prepare our findings.

4.1.2. TAXODIS’ Features
Our overall goal is to create a taxonomy of online disinformation that helps create a common understanding of

what constitutes disinformation from a linguistic viewpoint, provides a list of categories and detection characteristics
and can be used to develop labels that can be applied to diverse datasets. Based on the findings of our systematic
literature review, we organized the identified features into a more fine-grained schema by clustering them according
to their similarities. We observed many commonalities but also differences at both the category and dimension levels.
In order to make sense of the patterns and contradictions, we applied several general rules during the processing of
the data. First, we removed types and definitions that are either too generic (e.g., yellow press) or too technical (e.g.,
deep fakes). Second, we removed duplicates and synonyms to avoid repetitions and overlaps. Lastly, any types and
definitions that were incorrectly categorized as disinformation (e.g., misinformation) were removed. After our fifth
iteration, we did not identify any new characteristics and dimensions from the reviewed studies.

Our final framework (Table 1) consists of six dimensions, since, in our case, all ending conditions [60] were
satisfied. The first dimension covers complexity features (1) that help to evaluate the complexity and readability of
the text, splitting into headline, corpus, comprehension, and informativity. It allows TAXODIS users to evaluate the
informational content and textual structure of the content under consideration. Our second dimension contains psy-
chology features (2) that describe attitudes, behaviors, and emotions. This dimension, which splits into mobilization
and subjectiveness, aids in illuminating and quantifying the cognitive process and individual concerns that underlie
the writings. We added a third dimension, stylistic features (3), to reflect the writer’s style and the syntax of the text,
such as the number of verbs and nouns used, as well as the use of specific terminologies. This dimension splits into

3https://www.prisma-statement.org/prisma-2020-flow-diagram

https://www.prisma-statement.org/prisma-2020-flow-diagram
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vocabulary, phrasing, and authenticity. The fourth and fifth dimensions help to categorize disinformation content, as
themes (4) contain categories such as ‘pseudoscientific’ or ‘historical’, and content type (5) allows differentiating
between different types of content. Moreover, disinformation content can differ strongly in its deceitfulness. For
this reason, our last dimension accommodates grades of veracity (6) to facilitate the evaluation of different kinds of
disinformation corresponding with our fifth dimension. Below we provide details for the individual features.

Complexity Features. Headline. Unreliable sources try to convey as much information as possible in the title to
draw the reader’s attention. Thus, they use a higher amount of plain text or words in the headline [30] and often
display a lower textual similarity between the title and the body of the article [14]. Titles of fake content often
present sentence-like claims about people and entities associating them with actions [24, 35].

Corpus. Unreliable sources tend to have a lower level of plain text or number of words in relation to real articles
[40], and their sentences exhibit a lower complexity in structure and a relatively low amount of words [30, 35].
Deceptive articles tend to have less diversity at the lexical and content level [11] and empirically exhibit a higher
amount of typographical errors [82].

Comprehension. Reliable articles tend to be written in a more complex way regarding readability measures like
the number of words per sentence. A higher complexity increases the effort to apprehend the content and thus works
as an indicator for the demanded education level of the reader [75]. Real articles contain sentences that are correlated
with each other while unreliable sources exhibit a lower level of sentence or word correlations defined as semantic
incoherence [12].

Informativity. Articles containing false information often correspond with either a considerably low amount of
information or a remarkable overload of information [83]. The body of such articles adds relatively little new in-
formation but serves to repeat and enhance the claims made in the title [11, 35]. Valid articles about a particular
topic contain several direct or indirect references to this subject. One can interpret those as a kind of contextual
redundancy which fake sources are usually missing [12].

Psychology Features. Mobilization. Unreliable sources tend to use more emotionally persuasive language in gen-
eral, leading to high levels of emotional polarization [65, 76]. Providing sensationalist content, articles containing
false information tend to be written in a hyperbolic way to attract the reader’s attention, i.e., with high usage of
all-caps-words or exclamation marks [30, 36]. To cause an arousal of (negative) affects fake content uses a higher
degree of words related to emotional actions, states, and processes [11, 50]. Legitimate sources tend to report about
past events, whereas disinformation focuses on highly recent topics [24].

Subjectiveness. Exhibiting a tendency to subjective statements, deceptive articles are often written from a more
personal view [36]. Creators of fake content are frequently driven by personal motives like raising profit, promoting
ideology, or psychological aims [37]. Words and expressions of manipulative articles relate to a more argumentative
discourse aiming to convince the reader of a specific point of view [11].

Stylistic Features. Vocabulary. Unreliable sources more often use hyperbolic words such as superlatives and sub-
jectives [24, 47] and display more first-person and second-person pronouns than legitimate articles [24, 63]. To lure
readers to the content, disinformation displays a higher amount of excessive emotional adverbs [14, 47].

Phrasing. Unreliable sources use a high level of exclamation marks, swear words, visual references, and are
slightly more prone to emotional tones and higher polarity [11, 65]. The language of fake content tends to be less
formal than reliable articles [35].

Authenticity. Disinformation use a higher amount of vague phrasing or hedging words to achieve a more indirect
form of expression [47] while legitimate sources are considerably better referenced than unreliable articles [40].

Themes. The category ‘political and economic’ refers to content about specific politicians, or legal, political or
economic actions. Content about social events, activists, public benefit and minority organizations, as well as dan-
gers or threats to human and animal health is incorporated in the ‘social’ category. Pseudoscientific content calls
on supposedly scientific research or reputable institutions without identifying concrete sources or by manipulating
them to create a false theory. Content about historical events or the distant past of public figures is subsumed under
the theme ‘historical’. In addition to that, gossip or rumors may be spread about public figures without a political
or activist profile. Extreme themes cover drastic, catastrophic or brutal events. The feature ‘worldview’ is applied
to content about religion, faith, and spiritual figures as well as various non-religious ideologies, views, and beliefs.



N. Bezzaoui et al. / Running head title 9

1 1

2 2

3 3

4 4

5 5

6 6

7 7

8 8

9 9

10 10

11 11

12 12

13 13

14 14

15 15

16 16

17 17

18 18

19 19

20 20

21 21

22 22

23 23

24 24

25 25

26 26

27 27

28 28

29 29

30 30

31 31

32 32

33 33

34 34

35 35

36 36

37 37

38 38

39 39

40 40

41 41

42 42

43 43

44 44

45 45

46 46

47 47

48 48

49 49

50 50

51 51

Table 1
The TAXODIS taxonomy of online disinformation.

meta-characteristic dimension subdimension feature code
characteristic value

0 1

detection

complexity features

headline
length of the headline headlength low high

textual gap between title and body headgap no yes

sentence-like headline headsent no yes

corpus

relative shortness of body corpshort no yes

simplicity in sentence structure corpsimpl no yes

lexical and contentual poorness corplex no yes

relative amount of typographical errors corperror low high

comprehension
relatively low demand on reader’s education level compeduc no yes

level of semantic incoherence compincoh low high

informativity
extremity of information quantity infoextrem low high

lack of new information infonewinfo no yes

lack of topical redundancy infotopredun no yes

psychology features

mobilization

level of emotional polarization mobpolar low high

level of sensationalism mobsensat low high

arousal of (negative) affects mobaffect low high

level of topicality mobtopical low high

subjectiveness
tendency to subjective statements subjtenden low high

level of personal motives subjmotiv low high

kind of discourse subjdiscours knowledge-based opinion-based

stylistic features

vocabulary
usage of exaggerated vocables vocexagg no yes

amount of first-/second-person pronouns vocpronoun low high

amount of excessive emotional adverbs vocadverb low high

phrasing
usage of emphatic wording phrasemph no yes

level of informality of language prhasinformal low high

authenticity
vagueness of phrasing authvague low high

authenticity/referencing of information authrefer
frequently
referenced

poorly
referenced

categorization

themes

political & economic thempoleco no yes

social themsoc no yes

pseudoscientific themscience no yes

historical themhisto no yes

gossip/rumor themgoss no yes

extreme themextrem no yes

worldview themworld no yes

commercial themcommer no yes

content type

clickbait typclick no yes

manipulated content typmanipul no yes

fabricated content typfabric no yes

false context typfalse no yes

imposter content typimpost no yes

social bot content typbot no yes

conspiracy theory typconspir no yes

one-sided typonesid no yes

propaganda typpropa no yes

trolling typtroll no yes

veracity grade

mostly true vtrue no yes

mixture of true and false vtruefalse no yes

mostly false vfalse no yes

no factual content vnofact no yes
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Themes can also be commercial, such as false product reviews, advertising campaigns or commercial clickbait
aimed at accumulating views, likes and comments [67].

Content Type. Clickbait refers to sources that intentionally use exaggerated, misleading, or unverified headlines
or thumbnails to attract readers to open the webpage [37]. Manipulated content involves altering information or
an image to deceive the recipient, who receives it without being aware of its misuse [78]. Fabricated content en-
compasses entirely false stories lacking factual basis, with the intent to deceive and cause harm. Particularly severe
forms of fabrication mimic the style of legitimate news articles to mislead recipients [37]. Real information may
be presented in a false context, where the recipient acknowledges its truth but remains unaware that the context
has been altered [78]. Imposter content involves genuine sources being impersonated by false, made-up sources to
support a false narrative. This can include abusing a journalist’s name, a logo, or a website [37]. A social bot is a
computer algorithm that automatically produces and posts content, interacting with legitimate users and other bots
to emulate and possibly alter their behavior [25, 76]. Conspiracy theory applies to stories without a factual basis that
usually explain important events as secret plots by governments or powerful groups or individuals [37]. One-sided
content is heavily biased, promoting division and polarization. It features imbalance, inflammatory, and emotionally
charged information, often containing a mix of true and false or mostly false details [37]. Propaganda is information
created by a political entity to influence public opinion and gain support for a public figure, organization or govern-
ment [73]. Trolling is the intentional posting of offensive or inflammatory content to an online community with the
intent of provoking readers or disrupting conversation [37].

Grade of Veracity. Following Potthast et al. [62], ‘mostly true’ indicates that a piece of content is based on factual
information and accurately depicts it. This rating excludes unsupported speculation or claims. ‘Mixture of true and
false’ describes content with some accurate and some inaccurate elements. It applies when speculation or unfounded
claims are combined with real events, numbers, or quotes. ‘Mostly false’ is used when the majority or all of the
information in a content piece is inaccurate. This rating also applies when the central claim is false. ‘No factual
content’ is for posts expressing pure opinion, comics, satire, or anything without a factual claim. This adopted
gradation follows a similar approach to knowledge graph ‘ClaimsKG’ [74], where the different veracity labels are
mapped to four basic categories (i.e., true claims, false claims, mixture claims, other claims).

4.2. An Example

Consider the article published on Before It’s News entitled “RFK Jr: Fauci Must Be Prosecuted for 330K Murders,
As Mass Graves Found Outside NYC (Video)”.4 This article has the following values on the TAXODIS detection
features (manually annotated): length of the headline = high, textual gap between title and body = no, sentence-
like headline = yes, relative shortness of body = yes, simplicity in sentence structure = no, lexical and contentual
poorness = yes, relative amount of typographical errors = yes, relatively low demand on reader’s education level
= yes, level of semantic incoherence = high, extremity of information quantity = high, lack of new information =
yes, lack of topical redundancy = yes, level of emotional polarization = high, level of sensationalism = high, arousal
of (negative) affects = high, level of topicality = high, tendency to subjective statements = low, level of personal
motives = high, kind of discourse = opinion-based, usage of exaggerated vocables = yes, amount of first-/second-
person pronouns = high, amount of excessive emotional adverbs = high, usage of emphatic wording = yes, level
of informality of language = high, vagueness of phrasing = high, authenticity/referencing of information = poorly
referenced. As regards the categorization features, the article falls under the themes ‘political & economic’ and
‘extreme’, and the content type ‘fabricated content’, while its veracity grade is ‘mostly false’.

We recognize that some categories in TAXODIS, such as "emotional polarization" versus "sensationalism", ex-
hibit conceptual proximity that may challenge consistent annotation. In such cases, multiple labels to a single con-
tent item can be assigned, even within the same dimension where categories are not strictly mutually exclusive. For
example, content may be simultaneously labeled as both "clickbait" and "propaganda" when relevant. This multil-
abel approach reflects the complex and often overlapping nature of disinformation phenomena. For this reason, the

4https://beforeitsnews.com/alternative/2024/09/rfk-jr-fauci-must-be-prosecuted-for-330k-murders-as-mass-graves-found-outside-nyc-video-3821353.
html (accessed on October 30, 2024)

https://beforeitsnews.com/alternative/2024/09/rfk-jr-fauci-must-be-prosecuted-for-330k-murders-as-mass-graves-found-outside-nyc-video-3821353.html
https://beforeitsnews.com/alternative/2024/09/rfk-jr-fauci-must-be-prosecuted-for-330k-murders-as-mass-graves-found-outside-nyc-video-3821353.html
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Fig. 3. An annotation example using TAXODIS together with the Open Annotation Data Model in which an article is categorized as of social
theme and as having a high topicality level.

precise annotation protocols should be designed and shared with annotators according to the specific task at hand,
where attention should be paid to clearly defining the task and giving examples of annotated text, including difficult
cases, which may help disambiguate.

5. Taxonomy Usage and Linking to Related Vocabularies

The taxonomy can be used together with existing, established vocabularies for the annotation of (disinformation)
resources. We suggest the exploitation of the Web Annotation Data Model,5 which is a W3C recommendation for
the structured representation of annotations that can be shared and reused across different platforms. In this model,
an annotation (instance of class oa:Annotation) is considered to be a set of connected resources, typically including
a body (instance of class oa:Body) and a target (instance of class oa:Target), and conveys that the body is related to
the target. The exact nature of this relationship changes according to the intention of the annotation, but the body
is most frequently somehow “about” the target (the intention of the annotation can be represented using the class
oa:Motivation). In our case, the body of the annotation is a taxonomy term, accompanied by a value (level or degree)
for the terms that are under ‘detection feature’, and the target is a disinformation piece of content or resource.

Figure 3 shows an example in which an article (instance of class oa:Target) is linked to two annotations: one
which categorises the article as of social theme (taxodis:themsoc) and one which categorises the article as hav-
ing ‘high’ topicality level (taxodis:mobtopical). The intension (motivation) of both annotations is classification
(oa:classifying). Notice that the first annotation is directly linked to the taxonomy term taxodis:themsoc through
multiple instantiation (the term is an instance of both oa:Body and skos:Concept). This annotation method can be
applied for all taxonomy terms that are under ‘categorisation’ and ‘veracity’, since these terms do not accept a
degree value or level like the terms that are under ‘detection feature’.

Figure 4 shows how we can link the annotated resource with rich (meta)data using another established vocabu-
lary, namely schema.org. Schema.org6 is a collaborative, community activity with a mission to create, maintain, and
promote schemas/vocabularies for structured data on the web. It provides classes and properties for embedding struc-
tured data to web resources. In the example of Figure 4, the annotated article is both an instance of oa:Target and an
instance of schema:CreativeWork. This allows using properties of schema.org for providing more information about
the article, such as its URL (instance of schema:URL), its publication date (instance of schema:DateTime), its head-
line (instance of schema:Text), its author (instance of schema:Person), and its content (instance of schema:Text).

5https://www.w3.org/TR/annotation-model/
6https://schema.org/

https://www.w3.org/TR/annotation-model/
https://schema.org/
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Fig. 4. Enriching the annotated resource with rich information using schema.org.

We can also link the article with entities of different types mentioned in it, such as persons, places, etc., using the
property schema:mentions. This enables connecting the annotation to widely used knowledge graphs, such as DB-
pedia and Wikidata, which provide descriptions of millions of entities across different domains. In addition, we can
link claims (instances of schema:Claim) to the articles using the property schema:appearance. A claim can be then
linked to its text, video/audio (if any) and author (using the properties schema:text, schema:video/schema:audio,
and schema:author, respectively), as well as with claim reviews (instances of schema:ClaimReview). In a similar
way, a claim review can be linked with related data such as its author, URL, publication date, headline, review body,
etc.

Another well-known vocabulary that can be used together with the taxonomy is the SIOC Core Ontology,7 a
data model that provides the main concepts and properties required to describe information from social media
and online communities. Linking to such established vocabularies supports the integration of annotation data with
existing knowledge bases that make use of the same or similar data models, such as ClaimsKG [74], CimpleKG [17],
TweetsKB [22], and TweetsCov19 [20].

Queries that can be answered using TAXODIS annotations include:

– retrieve all resources classified as of social theme and which have a high level of emotional polarization
– retrieve all resources with imposter content together with the values of all features that are under ‘psychology

feature’
– retrieve the number of resources per content type having high usage of emphatic wording
– retrieve all resources published on a specific time period containing claims that have been reviewed and have

received a veracity score ‘mostly false’
– retrieve all resources mentioning a specific person which are mostly false, together with the values of all

features that are under ‘detection feature’

The first query of the above list is translated to SPARQL as follows:

7https://www.w3.org/submissions/sioc-spec/

https://www.w3.org/submissions/sioc-spec/
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1 PREFIX taxodis: <https://hop.fzi.de/taxodis/>
2 PREFIX oa: <http://www.w3.org/ns/oa#>
3 PREFIX schema: <http://schema.org/>
4 SELECT ?resourceUri ?resourceHeadline ?resourceAuthor WHERE {
5 ?annot1 oa:hasTarget ?resourceUri ; oa:hasBody taxodis:themsoc .
6 ?annot2 oa:hasTarget ?resourceUri ; oa:hasBody ?annot2Body .
7 ?annot2Body oa:type taxodis:mobpolar ; rdf:value "high" .
8 OPTIONAL { ?resourceUri schema:headline ?resourceHeadline }
9 OPTIONAL { ?resourceUri schema:author ?resourceAuthor } }

Obtaining the Feature Values. For a given piece of content, we can estimate the value of each feature either man-
ually or using dedicated software. Each approach has its pros and cons. The manual approach provides annotations
of very high quality. However, it is very laborious, time-consuming, and not scalable (the annotation time is pro-
portional to the number of texts/documents we want to annotate and the number of considered features). On the
contrary, using a software system, we can obtain annotations for large corpora, with no human effort. However, the
accuracy of the annotations is questionable and depends on several factors, such as the overall quality and perfor-
mance of the software system, the availability of training data, the language used in the input texts, etc. Furthermore,
there might be a monetary cost for using the system.

Existing software systems that can be used to obtain values for one or more of the TAXODIS features include:
i) linguistic and word usage analysis tools (such as LIWC [15]) for the ‘detection’ features, ii) topic and theme
extraction tools [19] for the ‘categorization’ features, and iii) fact-checking, disinformation detection and claim
linking tools (such as ClaimLinker [48]) for the ‘veracity’ features. Moreover, if enough training (annotation) data
is available, dedicated classifiers per feature can be built and used for larger text corpora. Surveying such software
systems and evaluating their performance is out of the scope of this paper.

6. TAXODIS Evaluation, Use Cases, and Maintenance

6.1. Taxonomy Use and Evaluation

The taxonomy was initially introduced through an internal workshop in 2023, during which a group of interested
researchers (from sociology, computer science, and political science) and practitioners (from NGOs and industry)
utilized it to create labels for identifying different types of disinformation for the research project DeFaktS.8 This
evaluation, as described in prior work [9], involved participants from diverse backgrounds, who used the taxonomy
to annotate real-world disinformation-related social media content. During the workshop, the participants applied
TAXODIS to scrutinize real-world data, i.e. numerous social media posts derived from various platforms (e.g., Tele-
gram and Twitter/X) containing disinformation. These labels were then used in annotating a comprehensive dataset
for training a classifier to detect deceptive messages [9]. The workshop, focusing on textual detection of disinfor-
mation, involved 15 researchers and practitioners from relevant fields. They used TAXODIS to assess whether a
given content was disinformation or not and utilized it as a baseline to create suitable labels for data annotation.
Two groups of workshop participants approached the task in different ways, testing the taxonomy’s usefulness dur-
ing group work. Jointly they generated a list of 15 polar labels, 13 of which were selected either directly from the
taxonomy or created with its assistance, such as by merging two features into one label for the annotation process.
To enhance the robustness and reliability of our annotations conducted through the annotation platform Doccano
[58], we implemented a cross-annotation process. Specifically, a subset of 767 data samples underwent independent
annotation by two teams, each consisting of two annotators. This approach ensured a comprehensive evaluation of
the labeling process facilitated by the taxonomy. Subsequently, we computed the inter-annotator agreement [52]
to assess the level of concordance between the annotators. To quantify this agreement, we utilized Cohen’s Kappa

8https://defakts.de/2023/02/24/start-der-annotation-mit-dem-defakts-workshop/

https://defakts.de/2023/02/24/start-der-annotation-mit-dem-defakts-workshop/
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metric, revealing a substantial score of 0.72. This result confirms the strength and dependability of the annota-
tions throughout the dataset, establishing a robust foundation for training a model based on TAXODIS. While the
user study and annotation procedure have been published previously [9], we have briefly summarized them here to
contextualize the taxonomy’s practical use and applicability in real-world annotation workflows.

6.2. Use-Case Scenarios

We do not provide a specific annotation protocol or guidelines for using this taxonomy, because such protocols
are usually highly task- and domain-dependent. For example, a text may be annotated as half-true by one group but
as false or misleading by another. This can be specifically relevant when dealing to science-related misinformation
as opposed to generic claims [31]. In the following, we present prominent interdisciplinary use-case scenarios
where TAXODIS can be applied, leaving the design of annotation guidelines to the specific community and teams
according to their needs.

Computer Science and AI. In the field of computer science, and in particular AI and supervised learning, the
resource can be of use to build and/or fine-tune language models to perform various downstream tasks related to
disinformation detection and analysis. The taxonomy enables fine-grained annotation of text with relevant linguistic
features, while the use of standards and semantic web technology allows to query and access specific sub-sets
of annotated data in a centralized manner, even if they come from different sources. In that way, this technology
provides the possibility of extracting data for precisely training or fine-tuning of machine learning models that
correspond to specific criteria, according to a specific selection of TAXODIS labels.

The automatic extraction of the taxonomy features from text via dedicated tools could facilitate annotation. Cer-
tain features from the taxonomy can be linked to some of the features from the LIWC vocabulary (discussed above),
for which LIWC provides tools for their automatic extraction. However, the majority of the vocabulary terms being
specific to the disinformation context, dedicated tools for their extraction need to be created. Taking it a step fur-
ther, the taxonomy can facilitate the annotation of new text with reduced reliance on human labor by incorporating
examples into prompts for generative AI systems.

The features can contribute to contextualize the outcomes and predictions in tasks, such as disinformation detec-
tion. Indeed, the resource can be useful in enhancing explainability of language models, such as BERT. A language
model fine-tuned on corpora annotated by TAXODIS can be applied to perform various downstream tasks, such as
classifying texts as disinformation or not. However, the model as such will struggle to provide an interpretation of
its prediction, where understanding why a specific piece of information is classified as flawed or not is crucial for
journalists or social scientists (cf. below), as well as ordinary users. A major challenge in AI research is indeed the
interpretation of the features used by language models, e.g. by extracting the most predictive tokens [49, 71], or by
understanding the implicit semantics carried by the embedding layers [18]. In our case, if the corpora that are used
to train/fine-tune the model is annotated by the high-level linguistic features coming from TAXODIS, one could be
able to conduct explicability analysis by identifying the taxonomy features that contribute most to a specific class
prediction. In addition, the vocabulary can help to match the low-level BERT (or BERT-like model) features to high-
level, meaningful, and human-curated linguistic features, hence contributing largely to the explainability challenge
of language models. A potential way of conducting that analysis is performing independent classification by using a
language model with automatically embedded features and then by using a simple binary classifier (like a decision
tree) by using the TAXODIS features only and then applying an explainability system, such as SHAP [45] on both
in order to identify groups of features on both sides that contribute most to the specific classification outcome.

Social Science. In the field of social sciences, understanding and analyzing online disinformation is crucial for
examining its impact on public opinion, behavior, and societal dynamics [5, 26]. Researchers studying the effects of
disinformation on social behavior can utilize the taxonomy to systematically categorize and analyze linguistic fea-
tures within disinformation content. This structured approach allows for more precise measurement and comparison
of how different types of disinformation affect various demographic groups and societal segments. Computational
social scientists often rely on annotated datasets to train models and conduct analyses [3, 64]. The taxonomy’s
comprehensive framework aids in the consistent labeling of disinformation instances, ensuring that datasets are
uniformly annotated. This uniformity may enhance the reliability of statistical analyses and the generalizability
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and long-term validity of research findings. Furthermore, providing a standardized taxonomy may facilitate collab-
oration between social scientists and computational experts. Researchers can leverage the resource to align their
qualitative insights with quantitative analyses, fostering interdisciplinary studies that combine linguistic features
with social theories. Finally, social scientists can use insights derived from the taxonomy to inform policy recom-
mendations. Understanding the specific linguistic markers of disinformation enables the development of targeted
interventions and strategies for mitigating the adverse effects of disinformation on public discourse and democratic
processes [46, 56].

Journalism. In journalism, the taxonomy may serve as a practical tool for improving the accuracy and effective-
ness of disinformation detection and fact-checking. Journalists and fact-checkers can use the taxonomy to streamline
their verification processes. By referring to the taxonomy’s linguistic features, they can more effectively identify and
analyze disinformation in news content, ensuring that false claims are quickly and accurately addressed. Addition-
ally, the taxonomy may support journalists in analyzing patterns of disinformation across different media sources.
By categorizing linguistic features, journalists can detect recurring themes and tactics used by disinformation cam-
paigns, leading to more informed reporting and deeper investigative insights [38]. In education, the taxonomy may
provide a valuable resource for training journalists and media professionals. Offering a clear, empirically grounded
guide to recognizing disinformation, the resource may equip journalists with a tool needed to navigate complex
information environments and maintain high standards of journalistic integrity. Finally, journalists may use the
taxonomy to create educational content that raises public awareness about disinformation. By demonstrating how
specific linguistic features indicate false or misleading information, they can help readers become more discerning
consumers of news and reduce the spread of disinformation.

6.3. Monitoring and Maintenance

In the near future, we will be both closely monitoring and actively advertising the use of the taxonomy in the
aforementioned use-cases and beyond, targeting both semantic web and natural language processing communities.
We will actively engage with specific initiatives and projects related to dis- and mis-information detection, such as
the AI4Sci9 and ClaimsKG10 projects, as well as CLEF’s Check That! shared tasks lab11. This and other related
initiatives will help assess the usefulness of the resource in the short and mid-term, and guide its future evolution
with respect to the feedback of the scientific communities that will use it.

7. Conclusion and Future Work

The widespread phenomenon of disinformation, understood as deliberately deceptive or false information,
presents important risks to political stability and social cohesion, particularly during times of crises. Automated
disinformation detection systems, leveraging machine learning and natural language processing, are essential in the
fight against disinformation as tools assisting journalists and social sciences in their efforts. Given the complex and
nuanced nature of disinformation, this study contributes a structured taxonomy, named TAXODIS, to aid automated
systems in annotating corpora and recognizing linguistic markers of disinformation with high precision. TAXODIS
is presented as a SKOS vocabulary, leveraging the semantic web technology and principles. It is, hence, the first
resource of its kind that is openly available, reusable, and interoperable, aiming to play the role of a standard, useful
for annotation and classification tasks, fostering both scholarly and practical advancements in automated disinfor-
mation detection in fields such as computer science, journalism, and social sciences.

In the near future, we aim to enrich the taxonomy to account for disinformation cues. Several categories already
lend themselves to such an extension: "Headlines" can be reflected in thumbnails or meme captions, "mobilization"
and "subjectiveness" are often conveyed through shocking or emotionally charged imagery, while "authenticity" can
be compromised via fake screenshots, logos, or deepfakes. Considering these multimodal markers is particularly

9https://ai4sci-project.org/
10https://data.gesis.org/claimskg/
11https://checkthat.gitlab.io/clef2025/
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important in crisis situations [8], where viral multimodal posts may play a major role in spreading disinformation
and triggering negative emotions. Another important direction for future work concerns the integration of TAXODIS
into disinformation detection tools or annotation platforms, such as ClaimBuster12 [34] and MAAM13 [68], enabling
the efficient production of annotation data that can then be used for training dedicated classification models.
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[67] K.A. Rosińska, Disinformation in Poland: Thematic Classification Based on Content Analysis of Fake News from 2019, Cyberpsychology:
Journal of Psychosocial Research on Cyberspace 15(4) (2021).

[68] M. Schinas, P. Galopoulos and S. Papadopoulos, MAAM: Media Asset Annotation and Management, in: Proceedings of the 2023 ACM
International Conference on Multimedia Retrieval, 2023, pp. 659–663.

[69] K. Shu, A. Sliva, S. Wang, J. Tang and H. Liu, Fake News Detection on Social Media: A Data Mining Perspective, ACM SIGKDD
explorations newsletter 19(1) (2017), 22–36.

[70] K. Shu, A. Bhattacharjee, F. Alatawi, T.H. Nazer, K. Ding, M. Karami and H. Liu, Combating Disinformation in a Social Media Age, Wiley
Interdisciplinary Reviews: Data Mining and Knowledge Discovery 10(6) (2020), e1385.
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