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Abstract. In the past few years, the growing number of personal information shared on the Web (through Web 2.0 applications)
increased awareness regarding privacy and personal data. Recent studies showed that privacy in Social Networks is a major
concern when user profiles are publicly shared, revealing that most users are aware of privacy settings. Most Social Networks
provide privacy settings restricting access to private data to those who are in the user’s friends lists (i.e. their “social graph”) such
as Facebook’s privacy preferences. Yet, the studies show that users require more complex privacy settings as current systems do
not meet their requirements. Hence, we propose a platform-independent system that allows end-users to set fine-grained privacy
preferences for the creation of privacy-aware faceted user profiles on the Social Web.
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1. Introduction

Social networks, using non structured data formats,
provide minimum privacy settings such as granting
privileges to all people belonging to one’s social graph
to access his/her information [9]. We envisage a social
network using structured data which provides users to
specify which information can be accessed by specific
users who have for instance similar attributes (e.g. in-
terests, contact information, etc.). This would make
users feel more confident when publishing online their
information, especially since they specifically know
who can access their information. Although applica-
tions are being developed to export user information
from closed social networks into structured data such
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as RDF, the privacy settings are platform dependent
such that the privacy settings cannot be reused on other
platforms. Moreover, privacy preferences cannot make
use of other platform’s information, for instance, defin-
ing a privacy preference that restricts access to users
from one platform and grants users from another plat-
form [32]. Additionally, most social networks have the
sole authority of controlling all user’s data [5]. There-
fore, a system that provides users to create fine-grained
privacy preferences which can be used by different
platforms is required. This system will provide users
to be fully in control of who can access their personal
information and who can access their published struc-
tured data.

Moreover, the possibility to share personal profile
information across heterogeneous Social Web systems
would provide several benefits to end-users in terms
of personalisation and recommendations. Aggregation
and reuse of user profiles across Web systems would
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provide more accurate and comprehensive profiles [2].
This would provide already available personal infor-
mation even when a new user joins a new service (the
so-called “cold-start” problem) [28], and it would in-
crease the precision of the recommendations. On the
other hand an important drawback is that typically
users would not want to share their entire user profile
with all their Web services or all their contacts. There-
fore, a system providing users full control over their
complete personal information letting them define dif-
ferent facets of their user profile would be beneficial.

The system we propose and describe in this article
aims at providing a user the necessary tools and op-
tions for setting fine-grained privacy preferences on
his/her full private profile which is the result of the ag-
gregation of different distributed profiles from differ-
ent sources. As displayed in Figure 1, the system we
implemented is composed of two main parts: the user
profiling module, and the Privacy Preference Manager
— MyPrivacyManager. The first part, as described in
Section 3, is the component that collects profile data
from different social media websites (e.g. personal in-
formation, activities, interests, etc.), generates specific
user profiles for each platform, and then merge them in
a global complete user profile. The second component
(MyPrivacymanager) described in Section ??, allows
the owner of the full user profile to specify his/her pri-
vacy preferences on the profile. It also manages the re-
quests of other users by asking for the requester’s pro-
file information: it replies with a faceted, or filtered,
user profile which is the result of the privacy prefer-
ences applied to the full profile based on the profile
information of the requester.

This article is structured as follows. In Section 2
we review the related work for the research areas of
user profiling and privacy. Then, in Section 3, details
about the architecture implemented for user profiling
on the Social Web and integration of user models are
provided. Section 4 describes the Privacy Preference
Ontology (PPO), implemented in MyPrivacyManager,
which is a light-weight vocabulary to describe pri-
vacy preferences for restricting (or granting) access to
specific data. Then, a user study that motivated our
work and provided feedback and guidelines for the im-
plementation of the system is presented in Section 5.
The description of the implementation itself is in Sec-
tion ??, and an evaluation of the system is provided
in Section 7. Section 8 provides some concluding re-
marks and our future work.

2. Related Work
2.1. User Profiles

During the last years we have assisted to the growth
of Web applications using or collecting data on their
users and their behaviour in order to provide adapted
and personalized contents and services. This caused
the need for exchange, reuse, and integration of their
data and user models. A new research challenge then
emerged, seeking solutions for user modelling and per-
sonalisation across application boundaries [56][15]. In
this section we review the current state of the art for the
research fields of user modelling and personalisation
especially in relation with the Semantic Web.

2.1.1. Introduction to User Modelling

User modelling techniques are applied by adaptive
web systems to represent with formal models the in-
terests, knowledge and goals of their users. These user
models are then necessary to provide a personalized
experience for different users, for instance by filter-
ing the content relevant to the user on a website, re-
arranging elements on a page, or recommending users
with similar interests. Approaches for personalisation
cannot be applied without an accurate understanding
of the user. The field of user modelling [19][35] is
then focused on techniques for the description of user
knowledge into user models which constitute the basis
for adaptive systems.

According to Brusilovsky et al. [12], web person-
alisation now constitutes a large research field that
includes communities such as web science, hyper-
text, user modelling, machine learning, information re-
trieval, intelligent tutoring systems, cognitive science,
Web-based education, etc. In this section we focus our
analysis in particular on user modelling and person-
alisation techniques for adaptive web systems. These
techniques can be grouped in three areas [13]: person-
alisation of information retrieval, personalisation of
browsing and personalisation through filtering and rec-
ommendation. Web systems for adaptive recommen-
dation are a more specific type of adaptive web sys-
tems which attempt to deduce the users goals and in-
terests from his/her browsing activity and recommend
a list of related content and relevant links to the user
[13]. The core of this field is represented by the user
modelling research area. Personalisation and adapta-
tion are based on complex information related to user’s
knowledge, activities, interests, social relations, etc.
that could be modelled using structured representa-
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Fig. 1. Overview of the entire system architecture

tions and user modelling techniques. Generalising, this
information about a user is typically stored and repre-
sented with a user profile.

As regards the user modelling field, at the moment
three main challenges are commonly identified. The
first one is about how to retrieve information about
user interests, knowledge, behaviour and social con-
text. In other words the challenge is to find ways to
collect all the useful information needed to build user
profiles. The second important aspect is related to how
to manage and represent user models in an interoper-
able and scalable way. Hence the goal is the aggrega-
tion and exchange of user models between heteroge-
neous applications, and the accurate representation of
complete and global user profiles. The third challenge
regards the use of Semantic Web technologies and the
Web of Data in order to enrich user models and pro-
vide an interoperable and more accurate representation
of user profiles.

2.1.2. User Information Retrieval

As regards the work done on user information re-
trieval, latest techniques to track the user behaviour
have to cope with the current highly dynamic and so-

cially interactive web applications and have to be ex-
tended to collect fine-grained data from user interac-
tions to provide better information for adaptive sys-
tems. Additionally, the collected data must be man-
aged in ontologies to share user behaviour informa-
tion with other adaptive systems. Zhou et al. [57] fo-
cus on mining client-side access logs of a single user
or client and then incorporate fuzzy logic to generate
a usage ontology. Schmidt et al. [47] embed concepts
into a portal which provide the context for JavaScript
events, which are collected and used to adjust the por-
tal. All the relevant user interface elements are linked
to a concept ontology containing semantic information
about the elements. None of these approaches make
full use of semantic technologies. First steps in the di-
rection of semantic technologies are done but they still
cannot be applied across heterogeneous applications
and lack the necessary extensibility and dynamism (see
Section 2.1.4).

Szomszor et al. [51] investigate the idea of merging
users’ distributed tag clouds to build richer profile on-
tologies of interests, using the FOAF vocabulary and
matching concepts to Wikipedia categories. The au-
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thors experimented with over 1,300 users who showed
high activities in both of the two websites Del.icio.us!
and Flickr?. For each user, data about each of the two
tag clouds has been retrieved and then merged. The
results described in the paper show that, on average,
15 new concepts of interest were learnt for each user
when expanding tag analysis to their tag cloud in the
other folksonomy. In this case the user profiles gener-
ated are represented using popular lightweight vocab-
ularies such as FOAF.

In this context is also very relevant the user iden-
tification aspect. In order for applications to share in-
formation about users, mechanisms for the identifica-
tion of users are necessary. Identity-based protocols
such as OpenID? or WebID* can be used for users
to link their different identities on the Web. Google
Friend Connect® provides an API which exemplifies
the use of OpenID and OAuth to integrate registered
users, existing login systems, and existing data with
new social data and activities. It is based on open stan-
dards (OpenID, OAuth and Open Social®) and allows
users to control and share their data with different so-
cial websites. Moreover, the WebFinger’ protocol doc-
uments a way to get a XML file describing how to find
a user’s public metadata from that user’s email address
like identifier, providing then information about exist-
ing user accounts linked to that user.

2.1.3. Architectures for User Model Interoperability
Latest developments on user modelling involve in-
teroperability and portability of user models [15][56].
The rapid growth of user adaptive and social systems
collecting information about users led to the repli-
cation of user data over many applications. This in-
evitably conducted researchers to deal with an impor-
tant challenge: user model interoperability, or in other
words the process of exchanging distributed and het-
erogeneous user data across applications [55]. User
model interoperability would provide several advan-
tages under quantitative and qualitative aspects. It al-
lows the collection of more data and more accurate
data about users, the acquisition of user modelling
functionalities that systems do not themselves imple-
ment, a solution to the well-known “cold start* prob-

http://www.delicious.com/
’http://www.flickr.com

3http://openid.net
‘http://www.w3.org/wiki/WebID
Shttp://code.google.com/apis/friendconnect/
Shttp://code.google.com/apis/opensocial/
"Thttp://code.google.com/p/webfinger/

lem during the user model initialization phase and a
consequent speed-up of this phase. On the other hand
achieving interoperability on the Web, a completely
open and dynamic environment, is a complex and chal-
lenging task that requires open and agreed standards
and a high level of alignment of the involved systems.

In the context of user model representation and man-
agement increasing relevance is attributed to the inter-
operability of the representations. Applications typi-
cally store their user information in a proprietary for-
mat. This leads to a distributed web model of a user
with several partial user models in different applica-
tions potentially duplicating information. Therefore,
the challenge is to solve the heterogeneity of the user
models. Current research on user model management
and aggregation emphasizes two different strategies
[37]. The first strategy introduced in [6] uses a generic
user model mediation framework with the goal of im-
proving the quality of recommendations. The actual
UM mediation in the framework is done by special-
ized mediator components which translate the data be-
tween different models using inference and reasoning
mechanisms. In their subsequent work [7] Berkovsky
et al. still focus on cross-representation mediation of
user models describing its practical implementation
and evaluating the outcome of the collaborative to
content-based filtering user model mediation. As they
state in their paper “the mediation procedure allows
bootstrapping the empty UMs and enriching the exist-
ing UMs in a content-based recommender system, and,
as a result, more accurate recommendations are gener-
ated. The second strategy focuses on the standardiza-
tion of user models to allow data sharing between ap-
plications. Heckmann [27] proposes an ontological ap-
proach, the General User Model Ontology (GUMO),
as a top level ontology for user models and suggests
the ontology to be the standard model for user mod-
elling tasks. Another standardization approach is to de-
fine a centralized user modelling system that is used
and updated by all connected applications [36]. The
drawback of the mediation layer approach is the effort
needed to aggregate such heterogeneous user models,
while standardized user models suffer from the lack of
a common standard.

Different solutions and architectures have been pro-
posed in order to solve the interoperability problem
and can be categorized in three types of approaches:
centralized, decentralized and mixed. This categoriza-
tion is mainly based on two factors: the physical
storage, or where the user data is maintained, and
the conceptualization of the model, that is "how the
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user model component is conceived in terms of be-
ing shared or not between systems“[15]. A centralized
approach then represents systems that are both phys-
ically and conceptually centralized, decentralized ap-
proaches are physically and conceptually distributed,
and mixed approaches refer to systems that are phys-
ically decentralized and conceptually centralized. An-
other possible classification, in terms of architecture, is
based on standardization-based and mediation-based
approaches [56]. The former aims at defining a stan-
dard whom all the involved applications have to com-
ply, the latter aims at transferring and adapting user
modelling data from one system to another. In most
of the cases standardization-based approaches are con-
ceptually centralized and mediation-based ones are
conceptually decentralized. To note that so far user
modelling systems are evolving from centralized to de-
centralized architectures. This tendency is motivated
mainly by the difficulties in developing and adopting
a unique and common user modelling standard and by
the intrinsic decentralized nature of the Web. Moreover
centralized systems are by definition affected by the
single point of failure problem and by the privacy and
security of users’ information which is all stored in a
single point. A comprehensive list of user modelling
systems appropriately categorized is provided by two
recently published surveys by Carmagnola et al.[15]
and Viviani et al.[56]. We refer to these two publica-
tions for a complete overview of the state of the art in
this research field. Here we select and describe only
the work that we found particularly relevant in our re-
search context.

Latest developments and examples of centralized
architectures are described in PersonisAD [4], UMS
(User Modelling Server) [34], MUMS (Massive User
Modelling System) [11].

Assad et al. [4] developed a framework called Per-
sonisAD that aims at supporting the development of
context-aware applications using distributed user mod-
els. The framework is targeted at ubiquitous applica-
tions and supports the management of different kinds
of models, such as models of users, places, sensors,
services and devices. Therefore not only user data is
exchanged, but also data about the environment. How-
ever an application complying with this framework
has to use a common user model at an ontological
level of the components in the environment in order to
have knowledge about the components themselves and
about the different contexts in which the user models
are organized.

Kobsa and Fink [34] (see also [33] and [21]) de-
veloped a User Modelling Server (UMS) based on the
Lightweight Directory Access Protocol (LDAP). It al-
lows external applications to submit and retrieve infor-
mation about users whose models are represented in
the system. Therefore it provides a user modelling ser-
vice to other applications and is capable of represent-
ing different types of models, from user profiles to sys-
tem and service models. The type of exchanged data
is strictly related to users (demographic data, interests
and preferences) and application usage.

Brooks et al. [11] in their work describe the MUMS
system, a Massive User Modelling System. It is a cen-
tralized system that provides a user modelling/adapta-
tion service, it supports “the just-in-time production,
delivery and storage of user modelling information®.
It is suitable for describing any domain that can be ex-
pressed in RDF/OWL, hence uses Semantic Web tech-
niques and standards. In order to represent the users it
adopts a shared user model ontology and all the man-
aged information is expressed in RDF. The interaction
between the user data producers and user modellers
systems utilizing the data is mediated by a central bro-
ker component, while the architecture and the commu-
nication layer is Web service based.

As regard decentralized approaches, in [39] Metha
et al. propose a standardization-based approach using a
common ontology-based user context model (UUCM
— Unified User Context Model) as a basis for the
exchange of user profiles between multiple systems.
Cross system personalisation is then obtained relying
on an unified profile for each user which is stored in-
side a ”Context Passport“[43]. Further developments
of this work by Metha et al. are described in [38] where
the authors propose machine learning techniques for
automatically matching user models. Dependencies
between profiles are computed analysing data provided
by users sharing their profile across different systems
and learning from that population. The UUCM is also
encoded as RDF Schema augmented with OWL ex-
pressions enabling exchange possibilities with other
Semantic Web enabled systems.

Another example of decentralized architectures for
user modelling is presented by Heckmann et al. [25]
where user-adaptive systems exchange user informa-
tion using UserML [24], a RDF-based user model ex-
change language, and the General User Model Ontol-
ogy (GUMO) [26], an ontology for the uniform in-
terpretation of decentralized user models. This is an-
other example of a standardization-based approach as
the GUMO ontology is proposed as the uniform inter-
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pretation of distributed user models in Semantic Web
environments. It is so far the most comprehensive user
modelling ontology but at the same time it is very ex-
tensive and it might be complex to implement in a real
system. Moreover this vocabulary has to be adopted by
the systems that want to exchange user models, so an
a priori agreement between the systems is necessary,
in the same way as in [39] previously described.

In [16] [14] a new approach for user model inter-
operability is proposed. The authors propose a frame-
work that ”deals with semantic heterogeneity of user
models and automates the user model exchange across
applications®. It is inspired by Semantic Web tech-
nologies and represents an intermediate solution which
combines both a flexible user model representation and
an automatic semantic mapping of user data across dif-
ferent systems. An algorithm based on evidential rea-
soning has beed developed in order to create map-
pings between concepts and values present in different
user models and measure their similarity (Object Sim-
ilarity Algorithm and Property Similarity Algorithm).
User models are represented and exchanged in RDF
and queried using SeRQL (Sesame RDF Query Lan-
guage)®.

2.1.4. Semantic Web Technologies for User Modelling

Interesting research that bridges the gaps between
user information retrieval/profiling and the Semantic
Web has been presented by Szomszor et al. [51]. The
authors investigate the idea of merging users’ dis-
tributed tag clouds to build richer profile ontologies
of interests, using the FOAF vocabulary and match-
ing concepts to Wikipedia categories. We previously
described this work in Section 2.1.2 and it is partic-
ularly relevant that the authors demonstrate the ben-
efits of the amalgamation of multiple Web2.0 user-
tagging histories in building personal semantically-
enriched profiles of interest. The user profiles gener-
ated are also represented using a popular lightweight
vocabulary such as FOAF.

A survey on adaptive systems adopting Semantic
Web technologies is provided in [53]. The author de-
scribes a classification of adaptive systems based on
a distinction between strong semantic techniques and
weak semantic techniques. The first regard systems
based on the Semantic Web approach and the latter re-
gard technologies that basically aim at annotating re-
sources in order to enrich their meaning. The survey

8http://www.openrdf.org/doc/sesame/users/
ch06.html

is mainly focused on weak semantic approaches, these
are particularly successful in contributing to user mod-
elling tasks especially when combined with social tag-
ging features. On the other hand strong semantic tech-
niques are more suitable for user knowledge integra-
tion and reasoning. The authors also suggest that a cat-
egory of mixed approaches is growing and it benefits
of the advantages of both the technologies in different
tasks. The analyzed tasks belongs to the topics of do-
main modelling and management, context modelling
and management, adaptation, personalisation and pri-
vacy. The authors provide a matrix summarizing the
reviewed systems on the basis of the semantic technol-
ogy that was used and the task it was used for.
Relevant related work on Semantic Web applied to
user modelling and personalisation has been done by
Aroyo et al. [3]. In this work the authors highlight the
challenges they see in the near future for user mod-
elling and the adaptive semantic web and a review
of the research in this field is provided. In the state
of the art review the authors analyze the differences
between past user modelling solutions (in traditional
“closed world*“ Web-based or application-based sys-
tems) and new research on “open‘ and Semantic Web
based solutions. The fundamental tasks identified by
the authors that contribute to user modelling are: user
identification, user property representation, and shar-
ing adaptation functionalities. An analysis of some of
the possible solutions to these tasks is provided by the
authors, and relevant related work is also presented.
Moreover the authors provide a set of challenges on
this research field describing possible future develop-
ments and scientific questions. The major question in
user identification investigates how to identify a per-
son on the Web, her multiple identities across different
applications and what are the trust and privacy aspects
involved. As regards user knowledge the main chal-
lenge is to find ways to share user models, and this im-
plies the definition of common vocabularies and inter-
operable representations of objects and values of user
properties. Finally in their work Aroyo et al. highlight
an important aspect about the openness of the Web of
Data and the related implications of this on users’ ex-
perience: an open approach to user knowledge would
produce different new use cases and knowledge man-
agement approaches, especially users should then be
able to inspect and edit their own data. Related and
more practical work by the same authors and others is
described in [48] and [54] where, as part of the No-
Tube project, by using the Linked Data cloud, seman-
tics can be exploited to find complex relations between
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the user’s interests and background information of TV
programmes, resulting in potentially interesting rec-
ommendations. Also in another paper [20] Denaux et
al. present how interactive user modelling and adap-
tive content management on the Semantic Web can be
integrated in a learning domain to deal with common
adaptation problems (e.g. cold start, inaccuracy of as-
sumptions, knowledge dynamics, etc.).

Finally in the previous section we already described
the work done by Carmagnola et al. [16] [14] repre-
senting one of the most advanced user modelling sys-
tems adopting semantic technologies. The use of RDF
for representing user models and the reasoning capa-
bilities implemented with a "SPARQL-like” language
(SeRQL) on top of the user models in order to ob-
tain automatic mapping between heterogeneous con-
cepts are the strongest points of their implementation.
A drawback of their system is the lack of scrutable user
models, it is not possible for a system user to consult
her user model created by the application.

As we described previously, some of the systems for
user model interoperability analysed use RDF or OWL
to represent user models however the user models cre-
ated cannot be shared or integrated easily with other
different systems or on the Web of Data because of
the complexity and particularity of the ontologies used.
Moreover, in almost all the cases, reasoning capabili-
ties on top of the user data are not implemented using
Semantic Web technologies.

2.1.5. A comparison of Systems for User Model
Interoperability

In this section we show a comparison table includ-
ing the systems for user model interoperability that we
reviewed previously in this Section 2.1. In the table
we display only the systems with a complete imple-
mentation: from the information retrieval task, to the
mapping of user concepts and values, to the provision
of integrated user profiles or a personalisation service
available to other external applications. Moreover this
is not a complete table including all the applications
in the state of the art, but it represents a selection of
some of the most interesting systems from our perspec-
tive considering our research goals. In Table 1 we cat-
egorise the systems according to their architecture and
then we list the positive and negative aspects that we
see in those implementations. Some of these aspects
are subjective and somehow influenced by our research
background. For further details please refer to the de-
scription of the systems in this section.

2.2. Privacy

2.2.1. Markup Languages

The eXtensible Access Control Markup Language
[44] is an XML based language for expressing a large
variety of access control policies. XACML compo-
nents consist of: (1) Rule - defines what the request that
the policy applies to and whether it is allowed or de-
nied; (2) Policy - contains a set of rules; and (3) Policy
set - a set of policies. Although the XACML is widely
used, it does not provide the necessary elements to de-
fine fine-grained access control statements for struc-
tured data. It also does not contain enough semantics
to describe what the actual access restriction is about
and also does not semantically define which attributes
a requester must satisfy.

2.2.2. Vocabularies

The Web Access Control (WAC) vocabulary® de-
scribes access control privileges for RDF data. This
vocabulary enables owners to create access control
lists (ACL) that specify access privileges to the users
that can access the data. The WAC vocabulary defines
the Read and Write access control privileges (for
reading or updating data) as well as the Control
privilege to grant access to modify the ACL. This vo-
cabulary is designed to specify access control to the
full RDF document rather than specifying access con-
trol properties to specific data contained within the
RDF document. As pointed out in [45], the authors ob-
serve that protecting data does not merely mean grant-
ing access or not to the full RDF data but in most
cases, users require more fine-grained privacy pref-
erences that define access privileges to specific data.
Therefore, fine-grained privacy preferences applied to
RDF data using our solution create a mechanism to fil-
ter and provide customised RDF data views that only
show the specific data which is granted access.

In [49] the authors propose a method to direct mes-
sages, such as microblog posts in SMOB, to specific
users according to their online status defined by the
Online Presence Ontology (OPO). The authors also
propose the idea of a SharingSpace which rep-
resents the persons or group of persons who can ac-
cess the messages. The authors also describe that a
SharingSpace can be a dynamic group constructed
using a SPARQL CONSTRUCT query. However, the
proposed ontology only allows relating the messages
to a pre-constructed group.

9WAC — http://www.w3.org/ns/auth/acl
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Architecture

Pros

Cons

Assad et al. 2007
(PersonisAD)

Centralized;
Standard-based;

User + environment mod-
els;
Scrutable user models;

No Semantics;
Common user model;

Kobsa & Fink 2006
(UMS)

Centralized;
Mediation-based;

No common user model;

No Semantics;
Based on LDAP;

Brooks et al. 2004 | Centralized; Real-time service; User | Common user model;
(MUMS) Standard-based; models in RDF/OWL;
Metha et al. 2005 Decentralized; Machine learning for | Common user model;

Standard-based;

model matching;
UUCM user models in
RDF/OWL;

User +  environment
models;
Heckmann et al. 2005 Decentralized; GUMO ontology in OWL; | Common user model;

Standard-based;

User + environment mod-
els;
Scrutable user models;

Complexity of GUMO on-
tology;

Carmagnola et al. 2009 Decentralized; User model in RDF; No scrutable user model;
Mediation-based; Reasoning for user model
mapping;
Table 1

Comparison of the reviewed systems

2.2.3. Formal Models

The authors in [32] propose a privacy preference
formal model consisting of relationships between ob-
jects and subjects. Objects consist of resources and ac-
tions, whereas subjects are those roles that are allowed
to perform the action on the resource. Since the privacy
settings based on this formal model combine objects
and actions together, this requires the user to define
the same action each time with different objects rather
than having actions separate from objects. Thus, this
method results in defining redundant privacy prefer-
ences. Moreover, the proposed formal model relies on
specifying precisely who can access the resource. Our
approach provides a more flexible solution which re-
quires the user to specify attributes which the requester
must satisfy.

In [23] the authors propose a relational based ac-
cess control model called Re1Bac which provides a
formal model based on relationships amongst commu-
nities and resources. This approach also requires to
specifically define who can access the resource(s).

2.2.4. Platforms, Protocols and Frameworks

The Platform for Privacy Preferences (P3P)"" speci-
fies a protocol that enables Web sites to share their pri-
vacy policies with Web users. The privacy policies are

)lO

P3P __nhttp://www.w3.0rg/TR/P3P/

expressed in XML which can be easily parsed by user
agents. This platform does not ensure that Web sites
act according to their publicised policies. Moreover,
since this platform aims to enable Web sites to define
their privacy policies, it does not solve our aim of en-
abling users to define their own privacy preferences.

The Protocol for Web Description Resources (POW-
DER)!! is designed to express statements that describe
what a collection of RDF statements are about. The de-
scriptions expressed using this protocol are text based
and therefore do not contain any semantics that can
define what the description states. Therefore, our ap-
proach enables users to define what the privacy pref-
erences are about and hence facilitate other systems to
use such preferences.

The authors in [17] propose an access control frame-
work for Social Networks by specifying privacy rules
using the Semantic Web Rule Language (SWRL) 2.
This approach is also based on specifying who can
access which resource. Moreover, this approach relies
that the system contains a SWRL reasoner.

The authors in [22] propose a Semantic e-Wallet
aiming at supporting identification and access of per-
sonal resources for contextual-aware environments.

"POWDER — http://www.w3.0rg/TR/powder—dr/
I2ZWRL — http://www.w3.0rg/Submission/SWRL/
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Context-aware applications will only reveal credentials
in the correct context.

In [31] the authors propose a system whereby users
can set access control to RDF documents. The access
controls are described using the Web Access Control
vocabulary by specifying who can access which RDF
document. Authentication to this system is achieved
using the WeblID protocol [50] which provides a secure
connection to a user’s personal information stored in
a FOAF profile [29]. This protocol uses FOAF+SSL
techniques whereby a user provides a certificate which
contains a URL that denotes the user’s FOAF profile.
The public key from the FOAF profile and the public
key contained in the certificate which the user provides
are matched to allow or disallow access. Our approach
extends the Web Access Control vocabulary to provide
more fine-grained access control to the data rather than
to the whole RDF document.

2.2.5. Annotation Based Access Control Models

The authors in [42] propose a tag-based model to
create privacy settings for medical applications that
consist of annotating resources with different access
policy rules. The privacy rules are denoted in a system
specific language which only the system can interpret
the access control. The authors in [41] also propose
an annotation based access control model. This ap-
proach enables users to annotate the resource and also
to annotate users. The access control rules therefore
specify which resource annotations can be accessed by
which user annotations. Although this approach might
be more flexible than other systems, it still relies on
specifying who can access the resource.

2.2.6. Access Control Mechanisms for RDF
Repositories

In [1] the authors propose an approach to provide
a fine-grain access control mechanism for RDF repos-
itories. This approach does not depend on the RDF
store but it provides mechanisms to evaluate a query
and provide a highly optimised query that enforces pri-
vacy preference policies. The authors argue that when
defining a priori which subsets of an RDF store can
be accessed by some requester, all requesters and their
allowed graphs must be known in advance. Since in
their scenario they explain to have a dynamic sys-
tem whereby the data is continuously changing, they
state that these methods would not hold since named
graphs cannot be precomputed for each possible sce-
nario that would result in a large number of named
graphs, and also this creation process would exces-
sively slow down the system. Therefore, based on pri-

vacy preferences, which are formatted in a textual
structure, their system expand SPARQL SELECT or
CONSTRUCT queries in the FROM part of the query
with path expressions and boolean expressions be-
fore such queries are executed on the RDF data store.
Hence, once the query is expanded with the necessary
policies, the expanded query is then sent to the data
store to be executed which will result in filtered data
according to the user’s privacy policies. The authors
state that this method is also better than querying the
RDF data and post filtering the data since this method
is costly in terms of time and resources.

3. User Profiling

Users on the Social Web interact with each other,
create/share content and express their interests on dif-
ferent social websites with many user accounts and dif-
ferent purposes. On each of these systems, personal in-
formation consisting of a portion of the complete pro-
file of the user is recorded. With respect to “complete
user profile”, we intend to build the full set of per-
sonal information belonging to a person by aggregat-
ing the distributed partial user profiles on each Social
Web system. Each partial user profile might contain the
user’s personal and contact information, her interests,
activities and social network of contacts. These details
are often used by each application for personalisation
and recommendation purposes. All the distributed user
profiles on the Web represent different facets of the
user therefore their aggregation provides a more com-
prehensive picture of a person’s profile.

Aggregation of user profiles brings several advan-
tages [2]: it allows for information reuse across differ-
ent systems, it solves the well-known “cold start” prob-
lem in personalisation/recommendation systems [28],
and provides more complete information to each indi-
vidual Social Web service. On the other hand aggrega-
tion and reuse of user information might lead to pri-
vacy problems. Users might want to explicitly avoid
sharing some information on specific social platforms
based on privacy and security concerns. This is one
of the main reasons that motivates the work presented
here. We provide the user the ability to create and ag-
gregate her distributed profiles and then to set fine-
grained privacy preferences on the full aggregated pro-
file. This allows the user to gain full control on the per-
sonal information that can be shared across social plat-
forms or with specific users.
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In this section we detail how we retrieved user in-
formation from different social websites and how we
created a global user profile aggregating the original
distributed ones. The social websites used in the ex-
periment are Twitter'?, LinkedIn'* and Facebook!’.
From each one of these websites we create RDF-
based user profiles using FOAF [10] and other popular
lightweight vocabularies. Following in this section we
provide more details about the user profiling process
and the merging of the different sources of informa-
tion.

3.1. Creation and Aggregation of User Profiles

In this section we provide an overview of the cre-
ation process of user profiles and the related mod-
elling phase using popular lightweight ontologies. The
extraction and generation of user profiles from so-
cial networking websites is composed of two main
parts: data extraction and the subsequent generation of
application-dependent user profiles. After this phase
the next steps involve the representation of the user
models using popular ontologies, and then, finally, the
aggregation of the distributed profiles.

First, in order to collect private data about users on
social websites it is necessary to have access granted to
the data by the users. In social services like Twitter this
is not always necessary because many users post all
the microblog messages publicly. In other social me-
dia sites it is necessary to request access to the profile
data in order to see most of the data which is often pri-
vate by default. Then, once the authentication step is
accomplished, the two most common ways to fetch the
profile data is by using an API provided by the system
or by parsing the Web pages.

Once the data is retrieved, in order to benefit of the
potentialities offered by Semantic Web technologies,
the next step is the data modelling using standard on-
tologies. In this case, a possible way to model profile
data is to generate RDF-based profiles described using
the FOAF vocabulary [10]. FOAF is one of the most
popular lightweight ontologies on the Semantic Web
and using this vocabulary as a basis for representing
users’ personal information and social relations eases
the integration of heterogeneous distributed user pro-
files. Semantic Web technologies and standard ontolo-
gies are the main supports for the development of in-

Bhpttp://www.twitter.com
Yhttp://www.linkedin.com
Bhttp://www. facebook.com

<foaf:PersonalProfileDocument rdf:about="">
<foaf:maker rdf:resource="#me"/>
<foaf:primaryTopic rdf:resource="#me"/>
</foaf:PersonalProfileDocument>
<foaf:Person rdf:ID="me">
<foaf:name>Fabrizio Orlandi</foaf:name>
<foaf:nick>BadmotorF</foaf:nick>
<foaf:mbox rdf:resource="mailto:fabrizio.
orlandi@deri.org"/>
<foaf:homepage rdf:resource="http://www.
deri.ie/about/team/member/
fabrizio_orlandi"/>
<foaf:phone rdf:resource="tel
:+35391494035" />
<foaf:workplaceHomepage rdf:resource="http
://www.deri.ie"/>
<foaf:account>
<sioc:UserAccount rdf:about="http://
twitter.com/BadmotorF">
</sioc:UserAccount>
</foaf:account>
[...]

</foaf:Person>

Fig. 2. An example of a part of a FOAF profile in RDF/ XML

teroperable services, and these standards make it easier
to connect distributed user profiles.

A FOAF profile constitutes of a FOAF PersonalProfileDocume

that describes a foaf:Person: a physical per-
son that has several properties describing her and
holds online accounts on the Web. Some of the main
FOAF properties describing users are '°: name, nick,
phone, homepage, mbox, etc. In Listing 2 we show
an example of one of the FOAF profiles that we
generated for our experiment. Apart from the basic
contact information we can see in the example that
the person “Fabrizio Orlandi” holds an account on
Twitter and that account is represented with a SIOC
UserAccount!”. We then extend FOAF with the
SIOC ontology [8] to represent more precisely an on-
line account on the Social Web.

Additional personal information about users’ affili-
ation, education, and job experiences can be modelled
using the DOAC vocabulary'®. This allows us to repre-
sent the past working experiences of the users and their
cultural background. An example of our modelling so-

I8FOAF Specification: http://xmlns.com/foaf/spec/

17SIOC Specification: http://rdfs.org/sioc/spec/

8 DOAC  Specification: http://ramonantonio.net/
doac/0.1/
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[...]
<doac:experience>
<doac:Experience>
<doac:title>Research Assistant</doac:
title>
<doac:organization>DERI, Galway</doac:
organization>
</doac:Experience>
</doac:experience>
<doac:education>
<doac:Education>
<doac:title>M.Sc.</doac:title>
<doac:organization>National University of
Ireland, Galway</doac:organization>
</doac:Education>
</doac:education>

[oool

Fig. 3. Modelling job experiences and education with DOAC. An
example in RDF/XML.

lution for job experiences and education is showed in
Listing 3.

Another important part of a user profile is repre-
sented by the user’s interests. In Listing 4 we display
an example of an interest about “Semantic Web” with
a weight of 0.5 on a specific scale (from 0 to 1) us-
ing the Weighted Interests Vocabulary (WI)'® and the
Weighting Ontology (WO)%.

In order to compute the weights for the interests
common approaches are based on the number of oc-
currences of the entities, their frequency, and possibly
some additional factors. These factors might depend
on whether or not the interest was implicitly mined or
explicitly showed by the user, or depending on a time-
based function which computes the decay of the inter-
ests over time , or based on the trustworthiness of the
social platform, and so on. In other words many differ-
ent factors can be considered to influence the weights
of the interests.

Finally, the phase that follows the modelling of the
FOAF-based user profiles and the computation of the
weights for the interests is the aggregation of the dis-
tributed user profiles. When merging user profiles it
is necessary to avoid duplicate statements (and this is
done automatically by a triplestore during the insertion
of the statements). Furthermore, as in the case of the

19WI Specification: http://purl.org/ontology/wi/
core#

WO Specification: http://purl.org/ontology/wo/
core#

[
<foaf:topic_interest rdf:resource="http://
dbpedia.org/resource/Semantic_Web" />
<wi:preference>
<wi:WeightedInterest>
<wi:topic rdf:resource="http://dbpedia.
org/resource/Semantic_Web" />
<rdfs:label>Semantic Web</rdfs:label>
<wo:weight>
<wo:Weight>
<wo:weight_value rdf:datatype="http://www.
w3.0rg/2001/XMLSchema#double">0.5</wo:
weight_value>
<wo:scale rdf:resource="http://example.org
/01Scale" />
</wo:Weight>
</wo:weight>
<opm:wasDerivedFrom rdf:resource="http://
www.twitter.com/BadmotorF" />
<opm:wasDerivedFrom rdf:resource="http://
www.linkedin.com/in/fabriziorlandi"
/>
</wi:WeightedInterest>
</wi:preference>
loool
<wo:Scale rdf:about="http://example.org/01
Scale">
<wo:max_weight rdf:datatype="http://www.w3.
org/2001/XMLSchema#decimal">1.0</wo:
max_weight>
<wo:min_weight rdf:datatype="http://www.w3.
org/2001/XMLSchema#decimal">0.0</wo:
min_weight>
</wo:Scale>

Fig. 4. Representing an interest (Semantic Web) and its weight (0.5)
found in two sources (Twitter and LinkedIn)

interests, if the same interest is present on two different
profiles it is necessary to: represent the interest only
once, recalculate its weight, and update the provenance
of the interest keeping track of the source where the
interest was derived from. As regards the provenance
of the interest, as showed in Listing 4, we use the prop-
erty wasDerivedFrom from the Open Provenance
Model?! (OPM) to state that the interest was ori ginated
by a specific website. In the example in Listing 4 we
can observe that the interest is derived from both the
Twitter and LinkedIn user accounts.

As regards the computation of the aggregated global
weight for the interest generated by multiple sources,
we propose a simple generic formula that can be

21OPM Specification: http: //openprovenance.org/
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adopted for merging the interest values of many differ-
ent sources. The formula is as follows:

Gi:Zws*wi (1)

Where:

G; = global weight for interest i

w, = weight associated to the source s
w,; = weight for the interest i in source s.

Using this formula it is possible to specify static
weights associated to each source depending on which
source we want to give more relevance. A particular
use case is explained in detail in the next section.

3.2. Use Case: Twitter, LinkedIn, Facebook

3.2.1. Experiment: Setup
For the particular use case of our experiment we

considered three different social networking sites:Twitter,

LinkedIn and Facebook. In order to collect user data
from each of those platforms, we developed three dif-
ferent types of applications. For Twitter and Facebook
we implemented two similar PHP scripts that make
use of the respective query API publicly accessible
on the Web. For LinkedIn we use a XSLT 22 script
that parses the LinkedIn user profile page and gener-
ates an XML file containing all the attributes found on
the page. The user information collected from Twitter
is the publicly available data posted by the user, i.e.
his/her latest 500 microblog posts. As regards Face-
book and LinkedIn, since part of the user data is not
exposed publicly, we requested access to the private
data directly to the users. For the LinkedIn data extrac-
tion process we parsed the private profile pages of the
users (containing both private and public information).
As regards Facebook, our PHP script implements the
OAuth 2.0 2 authentication system (the authentication
system adopted by Facebook) to access the private data
of the users.

The set of users selected for the experiment is a lim-
ited number of users (15 users) and all of them have
at least two user accounts on the aforementioned so-
cial websites. Only 10 of them hold all the three user
accounts and we manually linked/identified their ac-
counts on the Web. In order to identify user accounts
belonging to the same person we could have used ser-

vices like the Google Social Graph API >* where users
holding a Google account explicitly link their other
user accounts and Web sites and make this information
available. In [2] the authors show in their experiment
that using the Social Graph API they were able to col-
lect data for 338 persons who had five different user
accounts. Since the purpose of this work is not to eval-
uate the accuracy of the generated user profiles we did
not need to collect data from a large number of users.
The users that we selected are the same users that, at a
later stage, evaluated the implemented system.

3.2.2. Experiment: Information Extraction

On Twitter, the extraction of user information is
based on entity/concept recognition on the tweets
posted by the users. We analyse the latest 500 tweets
of each user and we run an entity extraction algorithm
to identify the objects and concepts included in the
tweets, assuming that the user is interested in those
“topics”. We opted for a simple dictionary-based en-
tity extraction similar to the extraction technique used
in Twargl [40] because of its performance. In Twargl
this algorithm is relatively fast and used for realtime
analysis of a continuous stream of microposts. A set
of 3.5 million entities>> from DBpedia is loaded as a
trie (prefix tree) and longest sub-string match is per-
formed against each post. In this way we extract en-
tities mentioned in the tweets to statistically generate
the list of concepts the user is interested in. The ex-
tracted concepts are then ranked and weighted using
their frequency of occurrences. The same approach is
described in [52] where the authors create user profiles
for Twitter users in a similar manner.

While on Twitter we create profiles with implicitly
inferred interests, on LinkedIn and Facebook we col-
lect not only interests that have been explicitly stated
by the users, but also their personal details such as
contacts, workplace, education, etc. As described be-
fore, on LinkedIn we are able to get private informa-
tion from our user base by parsing their private pro-
file page using a XSLT script. The retrieved attributes
include, for instance, phone number, homepage, edu-
cation, affiliations and working experiences, interests,
etc.

Similarly on Facebook we are able to generate a pro-
file including some personal details of the user and her
interests which have been explicitly recorded by the
user by clicking the “like” button on the Facebook en-

2nttp://www.w3.org/TR/xslt
Bhttp://ocauth.net/2/

Xnttp://code.google.com/apis/socialgraph/
Bhttp://wiki.dbpedia.org/About (July 2011)
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tities/pages. The PHP script developed authenticates
our user account and checks the permissions to read
private data from the other users’ profiles (using the
OAuth authentication protocol). The personal data is
then fetched through the Facebook Graph API %6 as
well as the interests (/ikes) that are then mapped to the
related Facebook pages representing the entities.

We represent the entities/concepts on which the user
is interested in using both DBpedia and Facebook re-
sources. Linking the interests to the related DBpedia
resources enables reuse and interoperability of the in-
terests since DBpedia is a widely adopted and large
dataset. Not all the Facebook entities can be mapped
directly to DBpedia, for this reason we keep Facebook
resources in our profiles to represent the interest ex-
tracted from Facebook. In our future work we plan to
automatically map the Facebook entities to DBpedia as
well, in order to have homogeneity between the con-
cepts/entities and better interoperability.

3.2.3. Experiment: Weighting the Interests

The weights for the interests are calculated in two
different ways depending on whether or not the inter-
est has been implicitly inferred by the entity extraction
algorithm (the Twitter case) or explicitly recorded by
the user (the LinkedIn and Facebook cases). In the first
case, the weight of the interest is calculated dividing
the number of occurrences of the entity in the latest
500 tweets by the total number of entities identified in
the same 500 tweets. In the second case, since the in-
terest has been manually set by the user, we assume
that the weight for that source (or social networking
site) is 1 (on a scale from O to 1). So we give the max-
imum possible value to the interest if it has been ex-
plicitly set by the user.

Our approach as regards the computation of the
new weights as a result of the aggregation of the pro-
files is straightforward. We consider every social web-
site equally in terms of relevance, hence we multiply
each of the three weights by a constant of 1/3 (ap-
proximately 0.33) and then we sum the results. The
following formula summarises the computation of a
new global weight (G) as result of the three original
weights (w1, we, ws). Formula 2 is the same formula
that we propose in the previous section (formula 1)
with the following values: ws; = 1/3Vs. Hence:

https://developers.facebook.com/docs/
reference/api/

G;=1/3%xw; +1/3%w; +1/3%xw; )

Once the full FOAF-based profiles were generated
we could insert them in the privacy preference man-
ager MyPrivacyManager to continue the experiment of
creating faceted user profiles based on privacy prefer-
ences (see Section 27?).

4. Privacy

In section 1 we stated that current social networks
lack fine-grained access control mechanisms to limit
access to specific structured data to particular users.
We therefore designed a light weight vocabulary called
the Privacy Preference Ontology (PPO) [46]. PPO pro-
vides a light-weight vocabulary enabling Linked Data
creators to describe fine-grained privacy preferences
for granting access to specific data. Access is granted
to users satisfying certain attributes rather than grant-
ing (or restricting) access to specific users. PPO can
be used for instance to restrict part of a FOAF user
profile only to users that have similar interests. PPO
provides a machine-readable model to define settings
such as “provide my phone number only to colleagues”
or “grant write access to this picture gallery only to
people I’ve met in real-life”. In order to facilitate the
creation of privacy preferences, user interfaces (as ex-
plained in section ??) can be developed so that end
users do not require to create manually the privacy
preferences themselves.

4.1. The Privacy Preference Ontology (PPO)

The Privacy Preference Ontology (PPO), as illus-
trated in figure 5, provides:

(1) A class called PrivacyPreference for defin-
ing privacy preferences;

(2) Properties for defining access restrictions to state-
ment(s), resource(s) and/or named graph(s);

(3) Properties for defining conditions to specify which
particular statement(s), resource(s) and/or named
graph(s) is being restricted;

(4) Properties for defining which access privilege
should be granted; and

(5) Properties for defining attribute patterns that must
be satisfied by requesters.
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Fig. 5. A graphical representation of the Privacy Preference Ontology (PPO)

<http://www.example.org/pp>
a ppo:PrivacyPreference;

ppo:appliesToResource <http://foaf.me/
ppm_usera#me>;

Fig. 6. An example of defining the appliesToResource prop-
erty

4.1.1. Restrictions

The PPO provides various properties for defining
what will the privacy preference be applied to: re-
sources, statements and/or named graphs.

appliesToResource The appliesToResource
property specifies which particular resource is re-
stricted or shared. This property defines the resource’s
URI contained in the statements that are restricted or
shared. A resource URI can be defined either as a
subject, predicate or object within a state-
ment and hence, appliesToResource property re-
stricts any statement having the resource’s URI in any
part of the triple. Figure 6 shows a snippet of a privacy
preference defining the appliesToResource to a
specific person’s resource URI.

appliesToStatement The appliesToStatement
property specifies which particular statement is re-
stricted or shared. This property requires reifica-
tion; that the subject, predicate and object are spec-
ified of the statement which is restricted. Figure 7
shows a snippet of a privacy preference defining the
appliesToStatement to a specific statement.

<http://www.example.org/pp>
a ppo:PrivacyPreference;

ppo:appliesToStatement :Statementl;

:Statementl
rdf:subject :Alice;
rdf:predicate foaf:phone;
rdf:object <tel:00353123456789>;
[...]

Fig. 7. An example of defining the appliestoStattement
property

appliesToNamedGraph When restricting group
of statements, it would be cumbersome to create a
preference for each statement using the appliesTo
Statement property. Named graphs [18] can be
used to combine statements which are identified by a
URI. Therefore, named graphs encode structured data,
such as statements, within a graph which is assigned
a URI (hence, named graph). Thus, a privacy prefer-
ence can be applied to a named graph’s URI by us-
ing the appliesToNamedGraph property which is
also applied to the structured data contained within the
named graph. Figure 8 shows a snippet of a privacy
preference defining the appliesToNamedGraph to
a specific named graph URL.

4.1.2. Conditions

The Condition class provides several properties
for defining circumstances in which a privacy pref-
erence may also apply. Therefore, restrictions define
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<http://www.example.org/pp>
a ppo:PrivacyPreference;

ppo:appliesToNamedGraph :G1;

:Gl {

:Alice rdf:type foaf:Person .

:Alice foaf:Phone <tel:00353123456789> }
[oool

ppo:hasAccessSpace
[ ppo:hasAccessQuery
"ASK { ?x foaf:topic_interest
<http://dbpedia.org/resource/
Semantic_Web> }"].

Fig. 8. An example of defining the appliesToNamedGraph
property

which specific data is restricted and conditions define
attributes which the data must have for the privacy
preference to apply. Restrictions and conditions can
also be defined within the same privacy preference for
defining further fine-grain access control. Conditions
are defined similar to the example in figure 10.

resourceAsSubject and resourceAsObject The
resourceAsSubject property provides a condi-
tion whereby a resource’s URI must be defined as a
subject in a statement. Similarly, the resourceAs
Object property applies to whenever a resource’s
URI is defined as an object.

classAsSubject and classAsObject The classAs
Subject property applies to those statements that
contain the instance of the class specified as the sub-
ject of the statement. Likewise, the classAsObject
property applies to those statements that the object de-
fines the instance of the class.

hasProperty The property hasProperty defines
conditions for all instances of a particular predicate
used within RDF statements.

hasLiteral The hasLiteral property defines
conditions for specific literals defined as objects within
RDF statements. This property is useful when the user
is not aware of which property describes the literal. On
the other hand, this property can also be used together
with the hasProperty to restrict a particular value
defined by a specific property.

4.1.3. Access Test Queries

PPO provides access test query properties which de-
fine to whom access is granted.

hasAccessQuery Since it is cumbersome to update
manually user control lists that specify who is granted
(or restricted) access due to interests or relationships
changing over time, access queries can be used to
test whether a requester satisfies a set of attributes.
These access queries are SPARQL ASK queries that

Fig. 9. An example of defining an access space

contain a graph pattern specifying which attributes
and properties must be satisfied. The SPARQL query
is described as a Literal in the privacy prefer-
ences using the hasAccessQuery property. The
hasAccessQuery property is defined within a
class called AccessSpace which denotes a space
of access test queries. Moreover, there are instances
whereby users would require to construct dynamic
user groups which can also be achieved by a SPARQL
CONSTRUCT query defined with the hasAccess
Query property.

hasAccessSpace The property hasAccessSpace
represents the relationship between the privacy prefer-
ence and the access space.

4.1.4. Access Control Privileges

hasAccess The hasAccess property defines the
access control described using the Web Access Con-
trol vocabulary described in section ??. This vocabu-
lary provides Read and Write access control privi-
leges used in PPO.

4.2. Creating Privacy Preferences

Privacy preferences can easily be created using the
PPO and the Web Access Control vocabulary. For ex-
ample if a user wants to create a privacy preference that
restricts the phone number to whoever works at DERI,
this is illustrated in figure 10%".

This example illustrates that wherever in the user’s
profile there is a statement that contains a property
foaf:phone then all statements containing this
property are restricted. If the user requires a particular
foaf :phone to be restricted, then the user must also
define the phone number in the condition by using the
hasLiteral property. The SPARQL query defined
by the ppo:hasAccessQuery is executed on the
requester’s FOAF profile by the system. The query re-
turns either true or false whether the requester’s

27We assume that a PPO interpreter would know the common pre-
fixes for SPARQL queries, while they could also be defined in the
ASK pattern.
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<http://www.example.org/ppl>
a ppo:PrivacyPreference;

ppo:hasCondition
[ ppo:hasProperty foaf:phone ];

ppo:hasAccess acl:Read;

ppo:hasAccessSpace
[ ppo:hasAccessQuery
"ASK { ?x foaf:workplaceHomepage
<http://www.deri.ie> }"].

Fig. 10. An example of a privacy preference described using PPO

information satisfies the graph pattern or not. If the
query returns true then the requester is granted the
access control privilege to the statement, otherwise the
requester is not granted the access privilege.

So far are assuming that the requester is a trustwor-
thy source, however, in the near future we will focus on
identifying trustworthiness of requesters and sources.
Moreover, we are assuming that person has author-
ity to create privacy preferences for the dataset. How-
ever, algorithms such as [30] can be applied to identify
whether or not the person has the authority to create
the privacy preferences on a particular dataset.

5. Preliminary User Study

Prior to implementing the privacy preference man-
ager that provides users to create privacy preferences
for generating faceted profiles, we first conducted an
online survey in order to understand what users think
about protecting their personal information published
online. This survey also serves as the requirements
for designing our interface; to know which options to
provide to end-users. The survey contains 7 questions
which, together with the results from 70 users, are il-
lustrated in figures 11 - 17.

Question 1 (figure 11) shows that 98.60% of the
users are aware of privacy settings since they have set
them at least once in current Social Web applications.
The user who said no and the other user who skipped
this question informed us that they are not confident in
publishing information in current Social Web applica-
tions due to privacy issues, and hence they do not use
these type of applications. This illustrates that users are
unhappy with current implementations of privacy set-
tings. Question 2 (figure 12) illustrates 88.60% of the

1. Have you set at least once your Yes No

privacy settings on your Social Web
application of your choice (such as
Facebook, LinkedIn or
Googlet,etc..)?

98.60% 1.40%

Fig. 11. User Study - Question 1

2. Do you share your profile E REMEHE“},
information (such as interests, contact | = VETYOne :1u31 €ro
SErs

information, demographic

information etc) to everyone or to a

. . , 11.40% | 88.60%
restricted number of users? o

Fig. 12. User Study - Question 2

3. If provided by the system, would Yes No

you set different privacy settings for
each part of vour profile information?
For example: a privacy setting to
grant access to your family members
to see your personal mobile number
and another privacy setting to grant
access to your work colleagues to see
vour email address.

92.90% 7.10%

Fig. 13. User Study - Question 3

users are unhappy to share their profile data with ev-
eryone and prefer to grant access to a restricted number
of users. Therefore this shows that users require to set
privacy settings for their profile information. Question
3 (figure 13) demonstrates that 92.90% require to have
fine-grained privacy settings for their personal infor-
mation which, as mentioned in section 1, current So-
cial Web applications do not provide fine-grained pri-
vacy preferences.

In question 4 (figure 14) we asked the users to which
parts of their profile information they will most likely
set fine-grained preferences. All the attributes con-
tained within the list were chosen revealing that users
require to set fine-grained privacy preference for each
single information contained in their profile; contact
information such as telephone / mobile phone numbers
being the most required by 97.10% of the users. 5%
of the users provided us with feedback mentioning that
they would set different privacy preferences for sta-
tus messages and micro-posts since they feel confident
with publishing micro-posts to a larger audience and
they are more concerned to whom they share their sta-
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4. If provided by the system, to which attributes
will you set fine-grained privacy preferences?

Nickname 22.10%
Full Name 33.80%
Gender 22.10%
Birthdate 63.20%
Email 85.30%
Mobile / Phone Number 97.10%
Photos 95.60%
Publications 35.30%
Homepage 27.90%
Contact List T6.50%
Location 64.70%
Interests 45.60%
Online Accounts T6.50%
Education 33.80%
Affiliations 36.80%
Projects 44.10%
Status Messages / Micro-posts 73.50%

Fig. 14. User Study - Question 4

5. If the system provides fine-grained privacy
settings for each part of your user profile
information, how often would you set your

settings?

Never 1.40%
Only Once 21.708%4
Occasionally 66.70%
Frequently 10.10%

Fig. 15. User Study - Question 5

tus messages. This illustrates that users require fine-
grained privacy preferences for their status messages.
Question 5 (figure 15) demonstrates that 66.70% are
willing to set fine grained privacy settings more than
once which shows the importance of having a scalable
system that provides users to set restrictions to whom
they share information with.

In question 6, we asked which attributes users re-
questing personal information must have in order to
share with them private sensitive information. 82.30%
of the users answered that they feel confident with
sharing information to users in their contact list. Our
hypothesis to this result is that users are used to this
option since current Social Web applications provide
to restrict their information based on contact lists. In
order to verify our hypothesis, we omitted to have a
contact list in our system but provide users to spec-
ify to whom they share information based on simi-
lar attributes to theirs. Question 7 inquired whether

6. If provided by the system, would you grant
access to other users based on the following
attributes:
Nickname 21.00%
Full Name 48 40%
Age 21.00%
Email 38.70%
Homepage 22.60%
Users in your contact list 82.30%
Location 35.50%
Interests 37.10%
Online Accounts 29.00%
Education 29.00%
Affiliations 48.40%
Fig. 16. User Study - Question 6
7. If provided by the system, would Yes No
you grant access to parts of your
profile information to users who you \
don't know but have similar attributes 43.50% | 36.50%
(for instance interests) as yourself?

Fig. 17. User Study - Question 7

user’s prefer to share personal information with users
who they don’t know but based on similar attributes
to theirs, or to users who they already know. Although
the results revealed that 56.50% feel more confident
in sharing information with people who they know,
43.50% reveal that people are willing to share their
information based on similar attributes to people who
they don’t know. Since the results are almost equal,
this also encourages us to develop a system without
any contact lists.

6. A Privacy Preference Manager for Creating
Faceted Profiles

This section presents MyPrivacyManager (screen-
cast online — http://vmussl3.deri.ie/face
teduserprofiles/screencast/screencas
t.html), a Web application that serves as a privacy
preference manager for the Social Semantic Web.

6.1. Architecture

MyPrivacyManager was developed to implement
the creation of privacy preferences for RDF data de-
scribed using PPO, and make sure the preferences are
applied when requesting information to filter requested
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data. Although MyPrivacyManager is designed to
work with any Social Semantic Data that consists of
Social Web data formatted in RDF (or any other struc-
tured format), we will focus on defining privacy pref-
erences for FOAF profiles. With FOAF profiles, our
aim is to illustrate how personal information can be fil-
tered based on privacy preferences to generate faceted
profiles.

MyPrivacyManager provides users to manage their
privacy preferences and also grants access to user’s in-
formation when requested. The system therefore re-
stricts evereything by default and grants access to spe-
cific information based on the preferences specified by
the users.The architecture provides users to:

(1) Authenticate to their MyPrivacyManager instance
using the WebID protocol and create privacy pref-
erences based on their FOAF profile; and

(2) Authenticate to third party user’s MyPrivacyMan-
ager instance which automatically requests to view
the FOAF profile (of the third party) which is fil-
tered based on privacy preferences.

Figure 18 illustrates the MyPrivacyManager archi-
tecture, which contains:

(1) WebID Authentication: handles user sign-on using
the FOAF+SSL protocol (discussed later in this
section);

(2) RDF Data Retriever and Parser: retrieves and
parses RDF data such as FOAF profiles from We-
bID URIs;

(3) Creating Privacy Preferences: defines privacy pref-
erences using PPO;

(4) Requesting and Applying Privacy Preferences:
queries the RDF data store to retrieve and enforce
privacy preferences;

(5) User Interface: provides users the environment
whereby they can create privacy preferences and
to view other user’s filtered FOAF profiles, hence
generating a faceted profile; and

(6) RDF Data store: an ARC2%® RDF data store to

store the privacy preferences’.

The WebID protocol [50] provides a mechanism
whereby users can authenticate using FOAF and SSL
certificates. The SSL certificates (which can be self-
signed certificates) contain the public key and a URI
that points to the location where the FOAF document

ARC2 —http://arc.semsol.org
29 Although ARC2 was used for the implementation of MyPriva-
cyManager, any RDF store can be used.

is stored. Once the user requests to log in MyPrivacy-
Manager, the browser prompts the user to select a cer-
tificate. The authentication mechanism parses the We-
bID URI from the certificate and retrieves the FOAF
document from its location. The public key in the cer-
tificate and the public key in the FOAF file are checked
to grant the user access to MyPrivacyManager if the
public keys match.

MyPrivacyManager uses WebID protocol since it
utilises the benefits of URIs where users have a unique
identification unlike OpenID*. Although OpenID pro-
vides a framework where users can log into systems
using other system’s authentication mechanisms, when
users have more than one OpenID account acts as if
they identify different persons rather than identifying
the same person as how WebID does.

Once the user is authenticated, MyPrivacyManager
matches the WebID URI with the WebID URI of the
owner of that instance. If the owner is signed in, then
the interface provides options where the user can cre-
ate privacy preferences or preview his/her faceted pro-
file how it appears to specific users. On the other hand,
if the user signed in is a requester, then the faceted
FOATF profile of the owner of that particular instance is
requested. The Requesting and Applying Privacy Pref-
erences module is called (described later in this sec-
tion) to filter the FOAF profile according to the privacy
preferences specified by the owner of that instance,
hence generating a faceted profile.

The implementation and functionality of these mod-
ules are explained in more detail in this section.

MyPrivacyManager employs the federated approach
whereby everyone has his/her own instance of MyPri-
vacyManager. As opposed to the majority of Social
Web applications which are centralised environments
whereby the companies offering such services have the
sole authority to control all user’s data, this federated
approach ensures that everyone is in control of their
privacy preferences [5]. Moreover, users can deploy
their instances of MyPrivacyManager on whichever
server they prefer. This approach ensures that the
FOAF profile and privacy preferences are private since
the user becomes the sole authority of his/her data and
nobody can access such data unless he/she is granted
access.

30penID - http://openid.net/
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Fig. 18. MyPrivacyManager Architecture

6.2. Implementation

6.2.1. Authentication with the WebID protocol

The WebID protocol implemented in MyPrivacy-
Manager uses the libraries provided by foaf.me!
which calls the WebID authentication mechanism of-
fered by the FOAF+SSL Identity Provider Service?.
This provides a secure delegated authentication service
that returns back the WebID URI of the user which
links to the FOAF document of the user signing in. If
the identity service does not return back the WeblD,
then it means that the authentication has failed.

6.2.2. Creating Privacy Preferences
MyPrivacyManager provides users an interface to
create privacy preferences for their FOAF profile amal-
gamated from multiple sources. On loading the inter-
face, the system first retrieves and loads all the vocab-
ularies which are used during the creation of the pri-
vacy preferences, mainly the PPO and the WAC vo-
cabularies. Once the vocabularies are loaded, the sys-
tem retrieves the full FOAF profile (generated from
Twitter, LinkedIn and Facebook) from the WebID URI
contained within the SSL certificate.The interface then
displays (1) the profile attributes which the user can
specify what to share in the first column and (2) other
attributes (extracted from the user profile) in the sec-
ond column for the user to specify who can access

3lfoaf.me — http://foaf.me/
2foafssl.org — http://foafssl.org/

the specific shared information; — as illustrated in the
screenshot (Fig: 19).

The preliminary user study in section 5 clearly
shows that users want to specify different parts of their
profile information and based on this user study, the
system provides profile attributes which the user can
share classified as follows:

(1) Basic Information consisting of the name, age,
birthday and gender;

(2) Contact Information consisting of email and phone
number;

(3) Homepages;

(4) Affiliations consisting of the website of the user’s
work place;

(5) Online Accounts such as Twitter LinkedIn and
Facebook user pages;

(6) Education that contains the user’s educational
achievements and from which institute such achieve-
ments where obtained;

(7) Experiences consisting of job experiences which
include job title and organisation; and

(8) Interests which contain a list of user interests
ranked according to the calculated weight of each
interest.

Moreover, the user study in section 5 demonstrates
which attributes the users prefer to specify to whom
they want to share their information with. This study
shows that users prefer to select specific users from
contact list. Since a considerate number of users have
selected that they would require sharing information
without knowing who the person is, we opted to not
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MyPrivacyManager

view faceted profile

»» Create Privacy Preferences

Apply Access Privilege: Grant Access to Users:

Select the attributes which you would like to share: Select the attributes of users to whom you will grant access: |
Name Alexandre Passant “ Name o
Nick terraces “ Email o

Contact Information Affiliations Information
Emal Workplace
mailto:alexandre.passant@deri.org ™ hittps//veww.deri ie o
Ph?r:U}SBU 1495212 hutpseev.oet C
tels
@ http:/f'www.nuigalway.ie a
Hi
—
Homepage
http://apassant net ] Interest
Semantic Web Linkedin/ - o
Affiliations Information e
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“;]“}"12““ i DERI facebook O
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h“p #wwvir enie - Semantic Web facebook =]
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Online Account Bepanthen facebook a
http:/twitter.com/terraces a Seevl facebook a
http://www.linkedin.com/in/apassant a Web 20 LinkedIn a :
F
Save

(C) Copyright 2011 by DERI, National University of Ireland, Galway. Al rights reserved.

Fig. 19. The interface for creating privacy preferences in MyPrivacyManager

provide any user contact lists but provide users to spec-
ify the attributes of whom they want to share informa-
tion with. Our aim is to study whether users are satis-
fied with our approach which provides sharing infor-
mation to a greater (or less) audience without knowing
“a priori’ who the person is and without having the user
to maintain user lists. The user evaluation in section 7
shows that users accepted our approach and were satis-
fied how the system granted access. The attributes, ex-
tracted from the FOAF profile, provided by the system
which the user can select to whom to share information
are categorised as follow:

(1) Basic Information containing fields to insert the
name and email address of specific users;

(2) Affiliations to share information with work col-
leagues; and

(3) Interests to share information with users having the
same interests.

Once the user selects which information to share and
to whom, the clicks on the save button for the sys-
tem to generate automatically the privacy preference.
Hence, the application generates automatically the re-
strictions, conditions and access space query automat-
ically based on what the user selected. Figure 20 il-

lustrates an example of a privacy preference described
using PPO and created from MyPrivacyManager that
restricts access to a person’s name and nick name to
those users who are work colleagues. Although reifi-
cation is used, we intend to use named graphs in order
to reduce the number of statements.

6.2.3. Requesting and Enforcing Privacy Preferences

MyPrivacyManager provides users to view other
people’s FOAF profile based on privacy preferences
by logging into third party’s instance or else to vali-
date their privacy preferences by previewing how other
users can view their profile. On the contrary of com-
mon Social Networks which are public by default,
MyPrivacyManager enforces a private by default pol-
icy. This means that if no privacy preferences are set
for a profile or for specific information, then this is
not granted access to be viewed. In the near future,
MyPrivacyManager will be modified to provide a fea-
ture where users can select which default setting they
wish to enforce — either public or private by default.

The sequence in which privacy preferences are re-
quested and enforced is performed as illustrated in fig-
ure 21 which consists of:
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Fig. 21. The sequence of requesting third party FOAF profiles

<http://vmussl3.deri.ie/preference#l>
a ppo:PrivacyPreference;

foaf:maker <http://foaf.me/ppm_usera#me>;
dc:title "Restricting access to my personal
information";
dc:created "2011-06-01T13:32:59+02:00";
ppo:appliesToStatement :Statementl;
:Statementl
rdf:subject <http://vmussl3.deri.ie/
foafprofiles/terraces#me> ;
rdf:predicate <http://xmlns.com/foaf/0.1/
name>;
rdf:object "Alexandre Passant";

ppo:appliesToStatement :Statement2;
:Statement2
rdf:subject <http://vmussl3.deri.ie/

foafprofiles/terraces#me> ;

predicate <http://xmlns.com/foaf/0.1/
nick>;
object

rdf:

rdf: "terraces"

ppo:assignAccess acl:Read;
thasAccessSpace [
ppo:hasAccessQuery
"ASK {
??x foaf:workplaceHomepage
<http://www.deri.ie> }"

ppo

1o

(1) A requester authenticates to another user’s MyPri-
vacyManager instance using the WebID protocol
and the system automatically requests the other
user’s FOAF profile;

(2) The privacy preferences of the requested user’s
FOATF profile are queried to identify which prefer-
ence applies;

(3) The access space preferences are matched accord-
ing to the requester’s profile to test what the re-
quester can access;

(4) The requested information (in this case, FOAF
data) is retrieved based on what can be accessed;
and

(5) The requester is provided with the data he/she can
access.

MyPrivacyManager handles each privacy prefer-
ence separately since each preference may contain dif-
ferent access spaces. Once the system retrieves the pri-
vacy preferences, for each preference it tests the ac-
cess space queries with the requester’s FOAF profile.
If the access space query on the requester’s FOAF pro-
file returns true, then the privacy preference is con-
sidered, however, if it returns false, then that partic-
ular privacy preference is ignored. Since the access
space can contain more than one access query, in the
case when one access query returns true and the other
false, then by default the system enforces that the ac-
cess space is true. The system then processes the re-

Fig. 20. Privacy Preference described using PPO created in MyPri-
vacyManager

strictions and conditions defined in the privacy pref-
erence. The system will formulate the restrictions and
conditions as a group graph pattern. This group graph
pattern from each privacy preference will be used
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to create a SPARQL query and the result from this
query will be the filtered FOAF profile that can be ac-
cessed by the requester. The group graph pattern con-
structed from each privacy preference are combined
using the keyword UNION within the same SPARQL
query. The restrictions and conditions are combined
according to what is defined in the privacy prefer-
ence. For instance if ppo:appliesToResource is
defined for a resource and in the conditions there is
ppo:resourceAsSubject defined for the same
resource as illustrated in figure 20, then the pattern
will only restrict the subject rather than the object
as well. Currently, the queries constructed in MyPri-
vacyManager follow the SPARQL 1.0 specification.
The pattern formalisation will be modified once the
SPARQL 1.1 specification becomes a standard, for in-
stance to include subqueries. This will help in pro-
viding more complex queries especially when com-
bining restrictions and conditions together. Once the
SPARQL queries are formalised, the access control
privilege is assigned to the user. However, currently
the system only accepts the acl : Read property since
its purpose is to view the filtered FOAF documents of
other users.

7. System Evaluation

The evaluation of our system involved users to cre-
ate privacy preferences and verifying that what they
created corresponds to what other users are allowed to
view. The process of the evaluation consisted of a one-
to-one interview whereby we commenced by explain-
ing our objectives and overview of our work. We then
asked the users to perform 3 tasks which consisted of
the following:

(1) Create 2 or more attributes to users who work at
the same workplace as yours;

(2) Create 2 or more attributes to users who are inter-
ested in a particular topic; and

(3) Verify how other users view part of your profile
based on your privacy preferences.

After the users had completed these tasks, the users
were asked to complete an online survey which, to-
gether with the results, are illustrated in figures 22 - 26.
The users did not have any problems in getting used to
the system which in fact it lasted the user between 1 -
2 minutes to complete all the tasks. However, the inter-
views lasted between 20 to 45 minutes because in each
interview each user provided feedback and were also

Yes No

1. Did the system provide you with
necessary options to set your privacy

. 5 85.70% 14.30%
preferences’

Fig. 22. User Evaluation - Question 1

2. Did you find the user interface easy Yes No
to-use to define fine-grained

: ) & 71.40% | 28.60%
preferences’

Fig. 23. User Evaluation - Question 2

eager to try more privacy preferences than the amount
specified in the tasks. Currently only 7 users were in-
terviewed due to limited time and user’s availability.
However, the user evaluation process is still currently
ongoing so that we can gather more feedback and re-
sults.

Question 1 (figure 22) asked whether the system
provided enough properties to conduct the task of cre-
ating privacy preferences and viewing faceted profiles.
85.70% of the users were satisfied with the options,
however, 14.30% of the users stated that the inter-
ests were irrelevant and preferred to have an option to
add new interests. Moreover, they also stated that they
would have also preferred to have options to add spe-
cific users or user groups. In question 2 (figure 22),
71.40% state that the user interface was user-friendly,
however, 28.60% of the users found that the interface
provided long lists of interests which required the user
having to select many interests. They suggested that
interests should be categorised and when a category is
select, all the interests in that category are also selected
to be shared. Moreover, a user preferred that first they
would like to select to whom they want to share first
rather than first selecting what they want to share. This
requirement is useful to improve the interface by cater-
ing for personalisation of user interfaces whereby each
user can customise the interface according to their per-
sonal preferences.

Question 3 (figure 24) shows that 57.10% of the
users require more attributes to share such as photos.
This means that the users are eager to use this sys-
tem to create privacy preferences for more information
and not only the ones collected from Twitter, Facebook
and LinkedIn. Question 4 (figure 25) demonstrates that
42.90% of the users required more attributes such as
location to specify to whom they want to share infor-
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3. Do you require more or less attributes to
share?

More 57.10%
Less 14.30%
Fine 28.60%

Fig. 24. User Evaluation - Question 3

4. Do you require more or less attributes to
specify the users to whom you will grant access?

More 42.90%
Less 14.30%
Fine 42.90%

Fig. 25. User Evaluation - Question 4

5. Did the preview of your faceted Yes No

profile showed the correct

. . . 0 0/
information as how you expected? 100.00% | 0.00%

Fig. 26. User Evaluation - Question 5

mation. Most of the users suggested to retrieve more
interests and not only the ones which they were inter-
ested in. Additionally, 42.90% of the users were satis-
fied with the attributes the system provided.

Question 5 (figure 25) illustrates that all users who
were interviewed were satisfied with how the system
filtered their profile and how the system generated the
faceted profiles for different requesters. This verifies
that the system generates the right faceted profile as
how the user expected whilst creating their privacy
preference.

Question 6 (figure 27) inquired whether the users
would use the concept of creating and managing fined-
grained privacy preferences for all their personal infor-
mation on the Social Web. 85.70% answered that they
were in favour of creating such fine-grained privacy
preferences. This result encourages us to enhance and
improve our system to provide as many options as pos-
sible for users to be able to create privacy preferences
for any data collected and structured from the Social
Web. 14.30% will not use this concept due to the te-
dious task of specifying many privacy preferences for
each part of all their information published on the So-
cial Web.

6. Once the system is improved and Yes No
the user interface 1s enhanced, would

you use this system to manage your

privacy preferences for all your 85.70% | 14.30%

personal information on Social Web
applications?

Fig. 27. User Evaluation - Question 6
8. Conclusion and Future Work

In this paper we described a system providing users
full control over their personal user profile allowing
them to define and show different facets of their pro-
file based on fine-grained privacy preferences. We de-
scribed the architecture of the user profiling module of
the system and the methodology proposed for the ag-
gregation of different user profiles on the Social Web.
Moreover, we provided details about the structure of
the privacy preference manager - MyPrivacyManager,
which allows the specification of the privacy prefer-
ences on the profile data. Additionally it also provides
users to verify their faceted profiles as visible by other
users. The architecture proposed is applicable to any
kind of site on the Social Web, and MyPrivacyMan-
ager is also platform independent. A user interface for
the specification of the privacy preferences has been
implemented and evaluated, following the results of a
user study that provided us motivation and feedback
for this research. A user based evaluation of the sys-
tem has been conducted and is still ongoing. From the
encouraging results of the evaluation, although with
a limited number of users, we obtained feedback that
help us to improve the user interface and the perfor-
mance of the system. Apart from the optimisation of
the system, as future work in the user interface we
would like to include more types of attributes that the
users can select. Then we will include a hierarchical
structure for the interests organised in categories taken
from DBpedia. This would make it easier to navigate
and select many interests from a numerous list. As
regards the user profiling process we plan to include
more information in the user profiles describing the
temporal character of the interests and the related con-
cepts or categories.
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